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AI Sentencing 
 

I. Introduction 

 

The growing trend towards artificial Intelligence-based decision-making automation in criminal 

justice has created many challenges. Such challenges include the tension between our current legal 

framework, which promotes transparency, and the hidden recommendations generated by such 

technological-based automated systems. Through the use of Proprietary algorithmic and data-

driven technologies, such as artificial intelligence (AI), a machine can independently come to 

decisions with the use of historical data and self-learning algorithms.1 In the criminal justice 

system, AI plays a role in analyzing digital evidence as well as recommending sentencing. The 

algorithms of these systems, however, are inaccessible to defendants. This paper examines the 

constitutionality of reliance and use of these tools.  

 

II. Law and Doctrine: Fifth, Sixth, and Fourteenth Amendments; Brady Doctrine 

 

Under the Due Process clause of the Fifth and Fourteenth Amendments, “the accused [is 

guaranteed protections] against conviction except upon proof beyond a reasonable doubt of every 

fact necessary to constitute the crime with which he is charged.”2 The Sixth Amendment of The 

United States Constitution sets forth the right to a fair trial in criminal prosecution, frequently 

applied to state courts through the Due Process Clause of the Fourteenth Amendment.3 The right 

to a fair trial is multi-faceted and includes the right “to be confronted with the witnesses against 

him.”4 Prosecution must provide ample opportunity for defense to examine the validity and 

meaning of physical evidence.5  Under the Brady doctrine, prosecution must turn over all evidence 

to the defense that might exonerate the defendant.6  

 

In the wake of data driven, AI-based software programs used in the criminal justice system, the 

government frequently asserts the trade secret privilege. Many judges bar discovery demands and 

subpoenas due to the trade secrets claim while defendants fail to effectively challenge such 

privilege. The existing standards for the privilege do injustice to Due Process because they do not 

adequately safeguard against abuse. This overuse of the trade secrets privilege may lead to 

wrongful exclusion of evidence that would likely be highly probative.   

 
1 Christopher Rigano, Using Artificial Intelligence to Address Criminal Justice Needs, NIJ (Oct. 8, 2018), 

https://nij.ojp.gov/topics/articles/using-artificial-intelligence-address-criminal-justice-needs. 
2 In re Winship, 397 U.S. 358, 364 (1970); see Ulster County Court v. Allen, 442 U.S. 140, 156 (1979); Sandstrom v. 

Montana, 442 U.S. 510, 520–24 (1979); Henderson v. Kibbe, 431 U.S. 145, 153 (1977); Estelle v. Williams, 425 U.S. 

501, 503 (1976); see also Sullivan v. Louisiana, 508 U.S. 275 (1993) (Sixth Amendment guarantee of trial by jury 

requires a jury verdict of guilty beyond a reasonable doubt). See e.g., Kentucky v. Whorton, 441 U.S. 786 (1979), and 

Taylor v. Kentucky, 436 U.S. 478, 483–86 (1978) (explaining the interrelationship of the reasonable doubt burden 

and defendant’s entitlement to a presumption of innocence). 
3 U.S. Const. amend. VI; U.S. Const. amend. XIV; see e.g., Barker v. Wingo, 407 U.S. 514 (1972) (Determinations 

of whether the Sixth Amendment right to a speedy trial has been violated must be done on a case-by-case basis); 

Sheppard v. Maxwell, 384 U.S. 333 (1966) (ruling that the right to a public trial is not absolute); Gideon v. Wainwright, 

372 U.S. 335 (1963) (holding that the right to counsel was a “fundamental right.”); Powell v. Alabama, 287 U.S. 45 

(1932) (holding that the Due Process of Clause of the 14th Amendment required that counsel be provided to indigent 

defendants—at least in a state court capital case). 
4 U.S. Const. amend. VI. 
5 Brady v. Maryland, 373 U.S. 83 (1963) (holding that exculpatory evidence must be turned over to the defense). 
6 Id. 
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III. AI Trade Secret Claims: Criminal Justice 

 

In 1967, California incorporated the trade secret privilege into its evidence statute and expressly 

provided for its application to criminal cases.7 Limits on the scope of the protection were 

ambiguous.8 In 1992, a California Appeals court finally applied standards to a civil case to 

administer the trade secrets privilege, as the limits to the scope of the privilege had been previously 

uncertain.9 The concern at the time the statute was written was to keep trade secrets away from the 

prying eye of the public rather than blocking defendant’s access to evidence.10 As the criminal 

justice system has become increasingly automated, the trade secret protection has been asserted 

for algorithmic assessment tools in criminal trials and prevailed.11  

 

The role of technological advancement differs, but is present in many stages throughout the 

process, from policing, investigation, and evidence to sentencing, bail, and parole.12 “Artificial 

intelligence deploys cops on the beat, [a]udio sensors generate gunshot alerts,” and forensic experts 

use “probabilistic software programs to evaluate fingerprints, faces, and DNA.”13 Additionally, 

risk-assessment tools “help to determine who is incarcerated and for how long.”14 The source code 

as evidence, however, is difficult to retrieve because the developers claim the privilege of trade 

secret.15 This paper proceeds with examples of cases involving the use of AI in the criminal justice 

system and court holdings indicating the opaqueness of these tools under the heavy protection of 

the trade secret evidentiary privilege. 

 

 

 

 

 

 

 
7 Rebecca Wexler, When a Computer Program Keeps You in Jail, N.Y. TIMES (June 13, 2017), 

https://www.nytimes.com/2017/06/13/opinion/how-computers-are-harming-criminal-justice.html (citing California 

Evidence Code 1060, Stats 1965, c. 299, section 2, operative Jan. 1, 1967. Section 1060 establishes the privilege in 

general, including a right of trade secret holders to refuse entirely to disclose protected information, whether to the 

court or to an opposing party. Cal. Evidence Code 1060. But sections 1061(b) and 1062 distinguish criminal 

proceedings, presenting additional rules that appear expressly to apply to criminal cases alone.1061(b).  
8 Id. 
9 Bridgestone/Firestone v. Superior Court, 9 Cal. Rptr. 2d 709 (1992). While the Bridgestone standards ultimately 

became the most cited test for evaluating claims to a trade secrets privilege nationwide, no court would address such 

a claim in a criminal case in California until People v. Chubbs in 2015. Rebecca Wexler, When a Computer Program 

Keeps You in Jail, N.Y. TIMES (June 13, 2017), https://www.nytimes.com/2017/06/13/opinion/how-computers-are-

harming-criminal-justice.html.  
10 Rebecca Wexler, When a Computer Program Keeps You in Jail, N.Y. TIMES (June 13, 2017), 

https://www.nytimes.com/2017/06/13/opinion/how-computers-are-harming-criminal-justice.html.  
11 See e.g. People v. Chubbs, 2015 WL 139069 (Jan. 9, 2015) (barring discovery due to trade secret privilege in 

algorithmic assessment tool to identify a suspect for murder); State v. Loomis, 881 N.W. 2d. 749 (Wis. 2016) (barring 

discovery due to trade secret privilege in algorithmic assessment tool for sentencing). 
12 Rebecca Wexler, When a Computer Program Keeps You in Jail, N.Y. TIMES (June 13, 2017), 

https://www.nytimes.com/2017/06/13/opinion/how-computers-are-harming-criminal-justice.html.  
13 Id. Fingerprints, faces, and DNA are also referred to as biometric data. 
14 Id. 
15 Id.  
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A. Due Process: Algorithmic Assessment Tools 

 

In 2015, in People v. Chubbs, the California Court of Appeals denied a defendant’s appeal to 

examine an algorithmic risk assessment instrument used to identify him for murder. 16  

 

A forensic agency conducted a DNA swab test in 2011 for a 1977 murder that had remained 

unsolved. 17 The agency used an algorithmic-driven forensic software program and found a match 

for defendant Martell Chubbs.18 Chubbs was arrested for murder and tried in 2015.19 Chubbs filed 

a motion to compel discovery of the source code used in the software program that identified him.20 

He argued that without the code, he would be denied “a right to confront and cross-examine 

witnesses.”21 The Department of Justice filed an opposing motion, on behalf of the software 

developer, claiming a trade secrets privilege to refuse to disclose information about the operation 

of the cybercrime investigative software program.22 Chubbs argued that to contest the DNA 

evidence he needed the source code to determine what assumptions the program made regarding 

the evidence and whether those assumptions were appropriate. 23 He further argued that refusal of 

such disclosure should not be permitted under the Due Process Clause.24 The court held that a 

defendant is not entitled, prima facie, to the source code of a DNA program used to identify the 

defendant.25 The court reasoned that Chubbs had not addressed why his defense required the source 

code, how he would be use it to review the program’s results, or what the source code would reveal 

that would help Chubbs’s defense.26   

 

This denial of access to the evidence impedes a defendant’s constitutionally protected right under 

the Confrontation Clause through the unimpeachable use of the algorithmic-driven forensic tool.27 

The Confrontation Clause requires that a criminal defendant be able to cross-examine any witness 

testifying against him to probe the witness’s credibility. The algorithmic-driven forensic tool 

effectively provides evidence against the defendant. The defendant without the source code, 

 
16 Rebecca Wexler, When a Computer Program Keeps You in Jail, N.Y. TIMES (June 13, 2017), 

https://www.nytimes.com/2017/06/13/opinion/how-computers-are-harming-criminal-justice.html.  
17 People v. Chubbs, 2015 WL 139069 (Jan. 9, 2015), at *3. 
18 Id. 
19 Id. at *4 
20 Id. 
21 Id. 
22 Id. 
23 Id. 
24 The defense in Chubbs argued that sections of California’s statutory trade secrets privilege that expressly apply to 

criminal cases appear to presume that defendants will have some form of access to trade secret information even when 

the privilege is operative. They expressly contemplate that the defendant and defense counsel be present in any hearing 

the court might hold concerning the validity of a claimed trade secret.1061(b)(3). And they require the court in certain 

circumstances to issue a protective order “limiting the use and dissemination of” information, such as by requiring 

that it “be disseminated only to counsel for the parties”; withholding information from experts who are economic 

competitors to the trade secret holder “unless no other experts are available,” 1061(b)(4)(A)-(C), and sealing the public 

docket. 1061(b)(4)(D); 1062. But they never mention denying defense access altogether. TrueAllele’s manufacturer 

responded that the privilege was proper because California’s evidence statute generally applies to both civil and 

criminal cases. See People v. Chubbs, Third Party Witness Dr. Mark W. Perlin’s Br. in Support of Assertion of Trade 

Secret Privilege (Jul. 14, 2014), CA Sup. Ct. Los Angeles County, No. NA093179, at 1-2.) 
25 People v. Chubbs, 2015 WL 139069 (Jan. 9, 2015), at *5. 
26 Id. 
27 People v. Chubbs, 2015 WL 139069 (Jan. 9, 2015), at *3. 
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however, is left defenseless with no way to challenge or expose some of the assumptions or 

processes that the algorithm used that may be incorrect. Although the Confrontation Clause has 

not been extended to artificial intelligence, the same justification for its application to human 

witnesses would apply here. That is, the defendant must be able to probe the credibility of the 

evidence against him whether in the form of human testimony or algorithmic DNA matching. 
 

B. The Right to a Fair Trial: Algorithmic Risk Assessment Sentencing Tools  

 

In 2017, the Wisconsin Supreme Court denied a defendant’s appeal to examine an algorithmic risk 

assessment instrument used to sentence him.28  

 

In State v. Loomis, prosecutors charged Eric Loomis with five criminal counts related to a shooting 

after police found him driving the car involved.29 He denied involvement in the shooting but 

eventually plead guilty to a lesser offense while driving the vehicle.30 The prosecutor included, in 

preparation for sentencing, a Correctional Offender Management Profiling for Alternative 

Sanctions (COMPAS) risk assessment in the presentence investigation (PSI).31 COMPAS was 

developed as a risk assessment tool to assist the Department of Corrections in managing offenders 

and planning treatment.32 Inputs for COMPAS include criminal history, as well as a questionnaire 

(or interview) gathered upon the defendant’s jail booking and entered into COMPAS, which 

generates several scores, including predictions of “Risk of Recidivism” and “Risk of Violent 

Recidivism.” 33 Risk scores are intended to predict the general likelihood of an offender to commit 

another crime following his release from custody.34  In preparation for sentencing, the judge 

considered the defendant’s criminal record in combination with the score generated by 

COMPAS.35 COMPAS scored Loomis with a high-risk of re-offending.36 Loomis was sentenced 

to six years of imprisonment and five years of extended supervision.37  

 

 
28 Id. 
29 State v. Loomis, 881 N.W. 2d. 749 (Wis. 2016); see also COMPAS Risk & Need Assessment System, NORTHPOINTE 

(2012), http://www.northpointeinc.com/files/downloads/FAQ_Document.pdf. 
30 State v. Loomis, 881 N.W. 2d. 749 (Wis. 2016). 
31 Id. 
32 Designed by a private company, Equivant (formerly Northpointe, Inc.), COMPAS (Correctional Offender 

Management Profiling for Alternative Sanctions) provides decisional support to the department of corrections and 

“purports to predict a defendant’s risk of committing another crime and works through a proprietary algorithm that 

considers some of the answers to a 137-item questionnaire.” Ed Yong, A Popular Algorithm Is No Better at Predicting 

Crimes Than Random People, THE ATLANTIC (Jan. 17, 2018), 

https://www.theatlantic.com/technology/archive/2018/01/equivant-compas-algorithm/550646/ (citing 

https://www.documentcloud.org/documents/2702103-Sample-Risk-Assessment-COMPAS-CORE.html). 
33 See COMPAS Risk & Need Assessment System, NORTHPOINTE (2012), 

http://www.northpointeinc.com/files/downloads/FAQ_Document.pdf; see also Jeff Larson et al., How We Analyzed 

the COMPAS Recidivism Algorithm, PROPUBLICA (May 23, 2016), https://www.propublica.org/article/how-we-

analyzed-the-compas-recidivism-algorithm; see also Jeff Larson, et. al., Machine Bias, PROPUBLICA (May 23, 

2016), https://www.propublica.org/article/how-we-analyzed-the-compas-recidivism-algorithm. 
34 Id. 
35 Id. 
36 Ed Yong, A Popular Algorithm Is No Better at Predicting Crimes Than Random People, THE ATLANTIC (Jan. 17, 

2018), https://www.theatlantic.com/technology/archive/2018/01/equivant-compas-algorithm/550646/. 
37 Id. 
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The algorithms and functions that transform the input (answers to the questionnaire and other data 

including criminal history) into an output (risk assessment score) is privileged from discovery as 

a trade secret.38 In other words, defendants are left in the dark regarding how COMPAS used the 

data and questionnaire to give them a risk assessment score. Loomis challenged the ruling on the 

grounds that the use of COMPAS violated Due Process because the proprietary nature of the 

algorithm under trade secret prevented him from examining the validity and accuracy of the risk 

assessment.39 The Wisconsin Supreme Court rejected the argument and reasoned that no due 

process violation occurred in part because the judge’s own access to the trade secrets was equally 

limited.40 The court further noted that judges may not use risk assessment as the only factor, and 

must describe other factors that support the sentence imposed.41 

 

IV. Challenges  

 

When defendants are barred from examining the algorithms that were used to incarcerate them, 

without allowance to examine or confront the validity, there are a myriad of challenges, including 

the harm of trade secret privilege in criminal contexts. 

The challenge of opaque, trade secret protected algorithms is created by the use of the trade secret 

protection in the criminal context. When the trade secret privilege is “applied wholesale from civil 

to criminal proceedings,” it is harmful for many reasons.42 First, civil procedure dramatically 

differs from criminal discovery and subpoena regimes, which are miserly in comparison. 43 For 

example, in criminal trials “parties have less of an obligation to disclose the facts, data, and full 

reports that form the bases of expert opinion testimony . . . as compared to civil proceedings.” 44 

“Imposing an unreasonably high burden on criminal defendants exacerbates the risk of wrongfully 

 
38 Rebecca Wexler, When a Computer Program Keeps You in Jail, N.Y. TIMES (June 13, 2017), 

https://www.nytimes.com/2017/06/13/opinion/how-computers-are-harming-criminal-justice.html. “It is likely that at 

least some of Northpointe’s trade secrets claims in the COMPAS risk assessment instrument are baseless. Lauren 

Kirchner of ProPublica successfully FOIL-ed New York State’s contract with Northpointe, which provides that New 

York owns all data contained within the COMPAS system and also prohibits Northpointe from reselling back to New 

York any derivative products developed from ‘any idea, method or other product’ provided to Northpointe by the 

State. Given these limitations, it is plausible that the details of how Northpointe weights input factors for New York 

in particular—the company customizes the weights for each jurisdiction—do not provide a sufficient economic 

advantage to qualify as a valid trade secret in the New York state. See Reservation of Intellectual Property and Other 

Rights and Restrictions, New York State Division of Criminal Justice Services and Northpointe, Inc. Agreement (Oct. 

24, 2009), at 13.  
39 Ed Yong, A Popular Algorithm Is No Better at Predicting Crimes Than Random People, THE ATLANTIC (Jan. 17, 

2018), https://www.theatlantic.com/technology/archive/2018/01/equivant-compas-algorithm/550646/ 
40 State v. Loomis, 881 N.W. 2d. 749 (Wis. 2016). 
41 Id. PSI containing COMPAS risk assessment must include five written warnings for judges: “first, proprietary nature 

of COMPAS prevents the disclosure of how risk assessment is calculated; second, COMPAS scores are unable to 

identify certain high risk individuals because the scores rely on group data; third, COMPAS relies on national data 

sample, not a Wisconsin data sample; fourth, studies have raised questions whether COMPAS disproportionately 

classifies minority offenders as having a higher risk of recidivism; and fifth, COMPAS was developed for making 

post-sentencing determinations.” See Note, State v. Loomis: Wisconsin Supreme Court Requires Warning Before Use 

of Algorithmic Risk Assessments in Sentencing, 130 HARV. L. REV. 1530, 1534 (2017). 
42 Rebecca Wexler, When a Computer Program Keeps You in Jail, N.Y. TIMES (June 13, 2017), 

https://www.nytimes.com/2017/06/13/opinion/how-computers-are-harming-criminal-justice.html. 
43 Id. 
44 Id. 



                                                                   www.natsecjournal.com  |  Roya Butler  |  May 6, 2020 

 6 

excluding evidence and threatens the integrity of the truth-seeking process.”45 In a criminal 

investigation, relevant evidence should be consistent and “disclosed subject to any protective 

orders necessary to mitigate risk of harm.”46 

Furthermore, applying “the rules governing the trade secrets privilege wholesale from civil to 

criminal proceedings will almost certainly lead to systemic over-claiming and wrongful exclusion 

of relevant evidence; place an unreasonable burden on criminal defendants; and undermine the 

legitimacy of criminal proceedings by privileging intellectual property interests over those of due 

process.”47 Recognizing a trade secrets privilege in criminal proceedings suggests that private 

actors have a right to own the very means by which the government decides criminal justice 

outcomes, and implies that the adversarial process is itself a business competition. Courts and 

legislatures should decline to privilege trade secrets evidence in criminal cases.  

Another potential issue that COMPAS may cause is a lack of access to Brady material. Brady 

unambiguously established that the right to Due Process includes the right to any exculpatory 

evidence. COMPAS can cause a Brady problem because the vast amount of data used in COMPAS 

is overwhelmingly likely to include at least some comparators that would tend to exculpate the 

defendant. For example, there is very likely to be at least one other data entry of a former prisoner 

with similar characteristics to the defendant that did not go back to jail. This comparison could be 

used to bolster the defendant’s case. The problem, however, with this argument is that these 

comparators are already being used within the program for the defendant’s benefit. This occurs 

because each exculpatory data point will cause the output variable, here the risk of recidivism, to 

go down. The defendant, therefore, cannot use this data in a more statistically beneficial way 

barring egregious flaws in the COMPAS methodology. 

 

V. Solutions  

 

The trade secrets protection should be rejected by criminal courts. Balancing of rights to access 

information against counterweights is a norm in criminal courts. “An alleged rape victim’s privacy 

rights in their emails or web search history . . . [or] a confidential informant’s safety by way of 

anonymity” are examples of situations where criminal courts must weigh competing interests in 

secrecy and disclosure, yet, unlike trade secrets, “none of these types of evidence is categorically 

privileged.”48 Courts typically weigh competing interests in secrecy and disclosure, including the 

relevance and necessity of the evidence, on a case-by-case basis.49  The evidentiary privilege of 

 
45 Id. (citing Centurion Indus., Inc. v. Warren Steurer & Associates, 665 F.2d 323, 325 (10th Cir. 1981)).  
46 Rebecca Wexler, When a Computer Program Keeps You in Jail, N.Y. TIMES (June 13, 2017), 

https://www.nytimes.com/2017/06/13/opinion/how-computers-are-harming-criminal-justice.html. 
47 Id. 
48 Id. 
49 Trade secret “disclosures are most risky when the parties are direct business competitors. But even when they are 

not, there is always the risk that the opposing party will disprove the validity of an alleged trade secret and eviscerate 

its value. Those constraints are missing in criminal cases. It is easier and safer to assert the privilege in a criminal case 

because fewer defendants are likely equipped with the resources to challenge the legitimacy of a trade secret.85 

Because alleged trade-secrets holders can reasonably anticipate that their assertions of privilege will go unchallenged, 

they will be more likely to over-claim protections where no valid trade secret exists. The rules that govern the trade 

secrets privilege in civil cases are thus inadequate to protect against borderline or even knowingly false assertions of 

the privilege in criminal proceedings. The burden on the party claiming the privilege to show the validity of their trade 

secret is too weak.” Id. 
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trade secret is unnecessary because criminal discovery and subpoena procedures already tightly 

confine defendants’ access to information. In addition, courts can deny frivolous or abusive 

discovery requests and subpoenas without resort to privilege.  

 

Emerging technology has created multifarious legal questions. Some critics argue that 

technological solutions can provide the answer. Zero-Knowledge Proof (ZKP) could be one such 

solution.50 ZKP is a method by which the creators or owners of AI systems could prove that a 

system provided valid, non-bias results without revealing the system’s algorithms.51  ZPK, in its 

most basic sense, is a secure protocol “through which a digital authentication process can be 

facilitated without the use of any passwords or other sensitive data.”52 ZKP, however, would still 

not cure the Confrontation Clause or Brady problems as the defendant would not know anything 

about the algorithm or its data so could not properly challenge it or receive exculpatory data.  

 

Another technical solution that might be used is differential privacy. Differential privacy is a 

statistical technique that will enable for AI systems to reveal useful information about subjects, 

while preserving their privacy.53 This can help address the potential Brady issue by giving the 

defendant some of the information on data entries with similar characteristics to him without 

compromising either the algorithm or the privacy of individuals in the data set. Differential 

privacy, however, does not reveal anything about the algorithm and therefore could not be used to 

address the Confrontation Clause issue. 

 

Ultimately it is impossible to balance trade secret protections with the Confrontation Clause even 

if Due Process issues can be addressed through the use of differential privacy. This means that 

courts must give algorithm programmers a choice. They can either surrender their trade secrets 

protections and allow criminal defendants to challenge the algorithmic methodology consistent 

with their Confrontation rights or they cannot use their technology as evidence in the courtroom. 

 

 

 

 

 
50 ZKP allows you proving that you know some secret (or many secrets) to somebody at the other “end” of 

communication without actually revealing it. Cossack Labs, Explain Like I’m 5: Zero Knowledge Proof (Halloween 

Edition), HACKERNOON (Oct. 26, 2017), https://hackernoon.com/eli5-zero-knowledge-proof-78a276db9eff.  
51 U.S. Pat. No. 6,044,463col. 2 I. 57 (filed Mar. 28, 2000); see Shafi Goldwasser, Silvio Micali, Charles Rackoff, The 

Knowledge Complexity of Interactive Proof Systems, SIAM, (Feb. 1989). 
52 See Oded Goldreich & Yair Oren, Definitions and Properties of Zero Knowledge Proof Systems, TECHNION (Feb. 

1990), http://www.cs.technion.ac.il/users/wwwb/cgi-bin/tr-get.cgi/1990/CS/CS0610.pdf ; see also Nicole Zhu, 

Understanding Zero-knowledge proofs through illustrated examples, GOOD AUDIENCE (Apr. 9, 2019), 

https://blog.goodaudience.com/understanding-zero-knowledge-proofs-through-simple-examples-df673f796d99, 

Brian Curran, What Are Zero-Knowledge Proofs? Complete Beginner’s Guide, BLOCKONOMI (Sept. 10, 2018), 

https://blockonomi.com/zero-knowledge-proofs/. The methodology of ZPK is varied and complicated depending on 

application and use case, and is beyond the scope of this paper. 
53 “Differential privacy is a formal mathematical framework for quantifying and managing privacy risks. Differential 

privacy is primarily studied in the context of the collection, analysis, and release of aggregate statistics. These range 

from simple statistical estimations, such as averages, to machine learning.” Alexandra Wood et al., Differential 

Privacy: A Primer for a Non-Technical Audience, 21 JETLAW 3, 4 (2018); see also Cynthia Dwork and Aaron Roth, 

The Algorithmic Foundations of Differential Privacy, 9 FOUNDATIONS AND TRENDS® IN THEORETICAL COMP. SCI. 3, 

4 (2014), https://www.cis.upenn.edu/~aaroth/Papers/privacybook.pdf. 
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VI. Conclusion  

 

Decisions that have such severe legal effects for individuals such as the deprivation of life and 

liberty should remain in the hands of judges. Automated systems may be equipped at offering 

suggestions, but should not be the controlling factor in the judge’s decision. As technology 

advances with exponential growth, technological legal solutions will find their way into discovery 

proceedings. Judges and legislature will have to find the balance between utility and the right to a 

fair trial, which includes the right to confront one’s accuser.  
 


