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Terrorist Propaganda in the Case of Jamshid Muhtorov 

By Richard D. Newbold 

 

"We'll raise the banner of jihad with a weapon in one hand and a Koran in the other." 

      Jamshid Muhtorov 

 

I. Introduction 

Terrorist propaganda serves myriad purposes, including promoting a culture that 

helps the groups maintain coherence, justify controversial actions, and caricature the 

enemy.1 These groups also use terror to provoke their targets into disproportionate 

responses that radicalize populations and provide new potential pools of recruits.2 

Terrorist sympathizers may share a common cause with the group and—through 

propaganda, peer influence, or other factors—cross the line from freedom of speech 

and freedom of association to something far more dangerous, as in the case of Jamshid 

Muhtorov. In this case, the U.S. government used all available tools at its disposal and, 

according to critics, skirted legal safeguards in the process. This case raises several 

interesting issues that will be discussed, including search and seizure, foreign 

intelligence surveillance, and foreign terrorist designation. 

 

 
1 See, for example: Charlie Winter, The Virtual ‘Caliphate’: Understanding Islamic State’s Propaganda Strategy, 

Quilliam Working Papers (2015), https://www.stratcomcoe.org/download/file/fid/2589; Craig Whiteside, Lighting 

the Path: the Evolution of the Islamic State Media Enterprise (2003-2016), International Centre for Counter-

Terrorism—The Hague, ICCT Research Paper (Nov. 2016), https://icct.nl/publication/lighting-the-path-the-

evolution-of-the-islamic-state-media-enterprise-2003-2016/; Stephane Baele, et. al, Full-Spectrum Propaganda: 

Where IS’ Message Comes From, How it Works, Where it Leads (2019). 
2 David A. Lake, Rational Extremism: Understanding Terrorism in the Twenty-first Century, International 

Organization, 15-29 (2002). 
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II. The Case of Jamshid Muhtorov 

Radicalization in the Uzbek and Central Asian global diaspora has become a 

growing threat to international security,3 as illustrated by Jamshid Muhtorov who was 

originally from Uzbekistan. In 2017 alone, there were four high-profile international terror 

attacks carried out by ethnic Uzbeks: an Islamic State-directed attack in the early hours 

of the new year on a nightclub in Istanbul, a St. Petersburg metro bombing in April, a 

truck attack in Stockholm later the same month, and a truck attack in Manhattan in 

September.4  

 The story begins innocently enough, as do most immigrant stories, but quickly 

takes a series of dark turns. In February 2007, after having fled to Kyrgyzstan to escape 

a repressive Uzbek government, Muhtorov moved with his family to Denver, Colorado, 

where he found employment first as a janitor in a casino and then in a meat packing 

plant. In search of a better-paying job, he decided to obtain his commercial truck driver's 

license.5 The U.S. government began surveilling Muhtorov shortly after his resettlement, 

ultimately monitoring nearly every facet of his life. The government installed surveillance 

devices in his home, listening to the intimate details of his family life, and also recorded 

and listened to his phone calls.6 Although the government apparently monitored 

Muhtorov for years, what ultimately led to criminal charges were Muhtorov’s 

 
3 Goktug Sonmez, Violent Extremism among Central Asians: The Istanbul, St. Petersburg, Stockholm, and New 

York City Attacks, Combating Terrorism Center at West Point (2018), https://ctc.usma.edu/violent-extremism-

among-central-asians-the-istanbul-st-petersburg-stockholm-and-new-york-city-attacks/. 
4 Id. 
5 United States v. Muhtorov, 329 F. Supp. 3d 1289, 1293 (D. Colo. 2018). 
6 United States v. Jamshid Muhtorov, 5 (10th Cir 2019). 
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communications about—and with—an Uzbek militant group called the Islamic Jihad 

Union (IJU).7 

Despite being a permanent resident and refugee in the U.S. legally, Muhtorov 

was accused of planning to travel abroad to join the Islamist terrorist group back in his 

country of origin.8 On January 21, 2012, Muhtorov was arrested at Chicago’s O'Hare 

Airport as he attempted to board a flight to Istanbul with a one-way ticket. He also had in 

his possession $2,865 in cash, two new iPhones, a new iPad, and his personal 

cellphone containing numerous terrorist propaganda videos. The government had 

previously intercepted statements by Muhtorov that he intended to travel to the 

“wedding” or the “wedding house” from Turkey and that he desired to support the IJU.9  

The IJU maintained an Uzbek-language website, Sodiqlar.com, where it posted 

regional news and propaganda, and it used an email account to correspond with 

supporters worldwide. Muhtorov began visiting the website as he searched for 

information about his homeland and, throughout at least 2011, emailed periodically with 

personnel who helped operate the site.10 At one point, Muhtorov emailed the IJU 

website administrator an oath of allegiance stating that he would perform any task for 

the organization, even if it meant risking death. IJU must have been impressed with his 

allegiance and determination because, according to court filings, the group wanted 

Muhtorov to work in its propaganda and recruitment unit.11 

 
7 Id. at 6. 
8 Charlie Savage, Warrantless Surveillance Challenged by Defendant, N.Y. Times (Jan. 30, 2014), 

https://www.nytimes.com/2014/01/30/us/warrantless-surveillance-challenged-by-defendant.html. 
9 Islamic Jihad Union (IJU) was designated by the Secretary of State as a Foreign Terrorist Organization (FTO) in 

2005. A complete list of FTOs is available at https://www.state.gov/foreign-terrorist-organizations/. 
10 Supra note 6, at 7. 
11 United States v. Muhtorov, 329 F. Supp. 3d 1289 (D. Colo. Civ.). 
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Muhtorov was eventually charged, along with a co-defendant, with conspiracy 

and attempt to provide material support12 to a group identified as a terrorist 

organization. “Material support or resources” in this context means any property, 

tangible or intangible, or service, including currency or monetary instruments or financial 

securities, financial services, lodging, training, expert advice or assistance, safehouses, 

false documentation or identification, communications equipment, facilities, weapons, 

lethal substances, explosives, personnel (one or more individuals who may be or 

include oneself), and transportation. An exception to the material support statutes does 

exists for medicine and religious materials.13 

More than two years after his arrest, Muhtorov was notified that the government 

intended to offer into evidence in the proceedings “information obtained or derived” from 

surveillance conducted under the FISA Amendments Act of 2008 (FAA).14 This statute 

allows the government to collect the international communications of U.S. citizens and 

residents en masse, without probable cause.15 The FAA authorizes the Attorney 

General (AG) and Director of National Intelligence (DNI) to jointly authorize, for periods 

up to one year, the targeting (electronic surveillance) of persons located outside the 

U.S. in order to acquire foreign intelligence information subject to specified limitations.16 

When Jamshid Muhtorov swore an oath of allegiance to IJU and offered to risk 

his life for it, the fact that he did so in an improper manner and that his oath was never 

 
12 Material support includes a substantial step requirement. See. United States v. Farhane, 634 F.3d 127, 145-46 (2d 

Cir. 2011). 
13 18 U.S. Code § 2339A, Providing Material Support to Terrorists, 

https://www.govinfo.gov/content/pkg/USCODE-2011-title18/pdf/USCODE-2011-title18-partI-chap113B-

sec2339A.pdf. 
14 See 50 U.S.C. § 1804; see also United States v. Duggan, 743 F.2d 59, 77 (2d Cir. 1984). 
15 United States v. Muhtorov, 329 F. Supp. 3d 1289, 2 (D. Colo. Civ.). 
16 FISA Amendments Act of 2008 (H.R.6304), https://www.congress.gov/bill/110th-congress/house-bill/6304. 
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accepted demonstrated that Muhtorov was sloppy. However, the ultimate result of his 

gesture did not undermine the genuineness of his commitment.17 On June 21, 2018, a 

jury ultimately found Muhtorov guilty of three counts of providing material support to a 

foreign terrorist organization under 18 U.S.C. § 2339B,18 namely conspiring and 

attempting to provide $300 to the IJU and providing or attempting to provide himself as 

personnel to the organization. The jury acquitted Muhtorov of a fourth material support 

count of attempting to provide communications equipment and services to the IJU.19 

Upon release after serving his 11-year sentence, the judge has ordered that Muhtorov 

be transferred to U.S. immigration authorities, although Muhtorov's attorneys fear he 

may be jailed or killed if immigration authorities deport him back to Uzbekistan.20 

 

III. Terrorist Propaganda 

As was the case with the terrorist group IJU, one of the primary uses of the 

Internet by terrorists is the dissemination of propaganda, which generally takes the form 

of multimedia communications providing ideological or practical instruction, 

explanations, justifications, and promotion of terrorist activities. These communications 

may include virtual messages, presentations, magazines, treatises, audio and video 

files, and video games developed by terrorist organizations or their sympathizers. 

However, what constitutes terrorist propaganda, as opposed to legitimate advocacy of a 

 
17 Supra note 15. 
18 18 U.S.C. §2339B, Providing Material Support or Resources to Designated Foreign Terrorist Organizations, 

https://www.govinfo.gov/content/pkg/USCODE-2011-title18/pdf/USCODE-2011-title18-partI-chap113B-

sec2339B.pdf. 
19 Supra note 17, at 1291-92. 
20 Radio Free Europe, Uzbek Refugee Gets 11 Years Prison in U.S. for Supporting Militant Group (Aug. 31, 2018), 

https://www.rferl.org/a/uzbek-refugee-muhtorov-gets-11-years-prison-us-for-supporting-militant-

gro/29462907.html. 
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particular viewpoint, is often a subjective assessment. Complicating matters, the 

dissemination of propaganda is generally not prohibited in and of itself.21 

Successful terrorist propagandists are able to raise large sums in donations and 

attract and retain followers, often across a wide geography. Successful terrorist and 

insurgent groups have propaganda systems of significant scope and size. Normally, the 

system’s messages are intended for multiple audiences, be they internal, external, or 

overseas.22 Modern terrorists are ultimately competing for attention on the battlefield of 

ideas. They recognize and envy their mainstream competition, which is loud, 

multifaceted, and often richly supported financially.23 Terrorists place themselves and 

their causes in the best possible light, whether through logic; emotional appeals; or 

references to history, culture, deception, and lies.24  

International human rights literature categorizes prohibited propaganda as either 

defamatory, subversive,25 or inclined toward incitement of war or genocide.26 An 

international policy on propaganda is hampered by the lack of clear definitions of 

essential terms, which do not allow for consistent application either on the international 

or national levels. In particular, national courts and regulators struggle in their analysis 

of “propaganda,” “hatred,” “incitement,” and “war.” At the same time, this should not 

 
21 The Use of the Internet for Terrorist Purposes, UNODC, 3 (2012), 

https://www.unodc.org/documents/frontpage/Use_of_Internet_for_Terrorist_Purposes.pdf.  
22 Christopher C. Harmon & Randall G. Bowdish, The Terrorist Argument: Modern Advocacy and Propaganda, 

Brookings Institution Press, 241 (2018), http://www.jstor.org/stable/10.7864/j.ctt1vjqr1x.  
23 Id. at 17. 
24 Id. 
25 See John B. Whitton & Arthur Larson, Propaganda: Towards Disarmament in the War of Words (1964). 

Subversive propaganda refers to communications intending to overthrow the political leader, or existing internal 

political order of a state, which violates the international norm of non-interference in the internal affairs of a 

sovereign state. 
26 See Sarabeth A. Smith, Note, What is Old is New Again: Terrorism and the Growing Need to 

Revisit the Prohibition on Propaganda, 37 Syracuse J. Int’l & Com. 299, 303 (2010). 
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preclude governments from putting forth greater effort to effectively apply existing 

internationally accepted and required prohibitions in national law.27 

Muhtorov was a self-described braggart who craved attention and admiration 

from others. He encouraged others to support the IJU and terrorist ideals generally. 

Most troubling, in addition to pledging allegiance to the IJU, he told his daughter to pray 

that he become a martyr.28 Muhtorov claimed at trial that he was living a fantasy similar 

to dreaming of being in a cavalry charge, with swords flashing, while riding along-side 

Lawrence of Arabia.29  

When he was arrested, Muhtorov’s personal cellphone contained numerous 

terrorist propaganda videos.30 Courts are more likely to admit terrorist propaganda 

material when it bears a direct relationship to the allegations at issue in the trial,31 as 

was the case here. After being advised of his rights, Muhtorov admitted to FBI agents 

that he knew the IJU was a terrorist organization and that he had been in 

communication with the IJU website administrator.32 The trial judge in the case 

determined Muhtorov's offenses were serious and that his rhetoric was frightening.33  

 

IV. Foreign Terrorist Organization Designation 

Foreign Terrorist Organizations (FTOs) are foreign organizations that are 

designated by the Secretary of State in accordance with section 219 of the Immigration 

 
27 Propaganda and Freedom of the Media, OSCE (2015), https://www.osce.org/fom/203926?download=true. 
28 Supra note 15. 
29 Chuck Goudie, et. al., Judge Throws Book at Terrorist Arrested Boarding Plane in Chicago, ABC7 Chicago 

(Sept. 5, 2018), https://abc7chicago.com/i-team-terrorist-o'hare-terrorism/4156725/. 
30 Supra note 15. 
31 United States v. Pugh, 162 F. Supp. 3d 97 (E.D.N.Y. 2016). 
32 Supra note 15. 
33 Id. 
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and Nationality Act (INA), as amended. FTO designations play a critical role in the U.S. 

government fight against terrorism and are an effective means of curtailing support for 

terrorist activities and pressuring groups to end support for terrorism.34 8 U.S.C. § 1189 

authorizes the Secretary of State to designate an organization as a foreign terrorist 

organization if the following criteria are met:  the organization is a foreign organization; 

the organization engages in terrorist activity (as defined in section 1182(a)(3)(B) or 

terrorism (as defined in section 2656f(d)(2) of title 22), or retains the capability and 

intent to engage in terrorist activity or terrorism); and the terrorist activity or terrorism of 

the organization threatens the security of United States nationals or the national security 

of the United States.35 

Enacted following the 1993 World Trade Center bombing and the 1995 

Oklahoma City bombing, the Antiterrorism and Effective Death Penalty Act of 1996 

(AEDPA) gave the Secretary of State authority to designate foreign terrorist 

organizations whose terrorist activity threatens the security of U.S. nationals or the 

national defense, foreign relations or economic interests of the United States.36 The 

Antiterrorism Act also created 18 U.S.C. § 2339B, which makes it unlawful within the 

United States (or for any person who is subject to the jurisdiction of the U.S. anywhere) 

to knowingly provide material support to a foreign terrorist organization that has been 

designated as such by the Secretary of State.37  

 
34 U.S. Dept. of State, Foreign Terrorist Organizations - United States Department of State (2020), 

https://www.state.gov/foreign-terrorist-organizations/. 
35 8 U.S. Code § 1189, Designation of Foreign Terrorist Organizations, USPTO, 

https://www.govinfo.gov/content/pkg/USCODE-2014-title8/pdf/USCODE-2014-title8-chap12-subchapII-partII-

sec1189.pdf. 
36 See Pub. L. 104-132, § 302, 110 Stat. 1214, 1248. See also section 219 of the Immigration and Nationality Act (8 

U.S.C. § 1189). 
37 See Pub. L. 104-132, § 303, 110 Stat. 1214, 1250. 
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IJU is a Pakistan-based terrorist group that opposes secular rule in Uzbekistan 

and seeks to replace the current regime with a government based on Islamic law.38 IJU 

broke away from the Islamic Movement of Uzbekistan (IMU) in 2002 after a faction of 

IMU leaders disagreed with the group’s decision not to resume attacks in Uzbekistan.39 

In 2004, the IJU carried out a wave of bombing attacks in Uzbekistan, including against 

the U.S. embassy.40 The IJU is also active in Afghanistan, where the group operates 

alongside the Taliban-affiliated Haqqani Network. The State Department officially 

designated the IJU a Foreign Terrorist Organization in June 2005.41 

 

V. Fourth Amendment Implications 

The U.S. Constitution, through the Fourth Amendment, protects people from 

unreasonable searches and seizures by the government.42 Electronic surveillance can 

implicate that Fourth Amendment right of the people to be secure against such 

unreasonable searches and seizures. The U.S. Supreme Court initially ruled in 

Olmstead v. United States43 that electronic eavesdropping was not a search or seizure 

since the government intercepted conversations without entering the defendant's home 

and conversations are not tangible things to be seized. However, the Court later 

 
38 USA v. Muhtorov, Jamshid, et al. Aurora, CO, The Investigative Project on Terrorism (2020), 

https://www.investigativeproject.org/case/611/us-v-muhtorov. 
39 Jeremy Binnie and Joanna Wright, The Evolving Role of Uzbek–led Fighters in Afghanistan and Pakistan, CTC 

Sentinel 2:8 (2009). 
40 Brian K. Wigen, Afghanistan 2.0. Will Uzbekistan Survive the Death of President Islam Karimov?, Global 

Research (Sept. 19, 2016). 
41 Central Eurasia and Central Asia Terrorism, DNI Counterterrorism Guide (2020), 

https://www.dni.gov/nctc/groups/central_eurasia.html. 
42 What Does the Fourth Amendment Mean?, United States Courts (2020), https://www.uscourts.gov/about-federal-

courts/educational-resources/about-educational-outreach/activity-resources/what-does-0. 
43 Olmstead v. United States, 277 U.S. 438, 478 (1928). 
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overruled Olmstead in Katz v. United States44 and held that the Fourth Amendment 

protects any place where an individual maintains a reasonable expectation of privacy. 

Both cases involved wiretapping or bugging. In Kyllo v. United States,45 the Court 

addressed the constitutionality of using technology to survey the inside of a defendant's 

residence without actually entering the home. The Supreme Court held that physical 

invasion was not required to constitute a Fourth Amendment search if the surveillance 

reaped information that would not have been attainable without entering the home. In 

2017, the Court reviewed a Sixth Circuit case, Carpenter v. United States,46 concerning 

the use of an individual's cell-site records to map his location over a lengthy historic 

period.47 In that 5-4 majority opinion, the Court acknowledged that the Fourth 

Amendment protects not only property interests but also reasonable expectations of 

privacy. Expectations of privacy in this modern age of digital data do not fit neatly into 

existing precedents, but tracking a person's movements and location through extensive 

cell-site records is far more intrusive than the precedents might have anticipated.48 

While the Fourth Amendment protects people from unreasonable searches and 

seizures, it is not a guarantee against all searches and seizures but only those that are 

deemed unreasonable under the law.49 In a 2008 brief,50 the Bush administration 

argued that the surveillance authorized by the FAA statute met Fourth Amendment 

standards and that the “safeguards built into the statute provide reasonable assurance 

 
44 Katz v. United States, 389 U.S. 347, 350 (1967). 
45 Kyllo v. United State (99-8508) 533 U.S. 27 (2001). 
46 Carpenter v. United States - 138 S. Ct. 2206 (2018). 
47 Electronic Surveillance, Legal Information Institute (2020), 

https://www.law.cornell.edu/wex/electronic_surveillance. 
48 Carpenter V. United States, Oyez (2020), https://www.oyez.org/cases/2017/16-402. 
49 Supra note 42. 
50 Amnesty International USA v. McConnell, 646 F. Supp. 2d 633 (S.D.N.Y. 2009). 
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that the surveillance it authorized [would] target only foreign persons outside the United 

States and [would] be conducted in a way that minimally affects the privacy of U.S. 

persons.” The brief further boldly stated “The Fourth Amendment requires no more.”51  

 

VI. Foreign Intelligence Surveillance Act 

In 1975, Congress established a committee,52 chaired by Senator Frank Church, 

to investigate allegations of “substantial wrongdoing” by the intelligence agencies in 

their conduct of surveillance.53 The committee discovered that over the course of four 

decades the intelligence agencies had “violated specific statutory prohibitions,” 

“infringed the constitutional rights of American citizens,” and “intentionally disregarded” 

legal limitations on surveillance in the name of “national security.”54 To ensure proper 

judicial involvement in the protection of Americans’ communications, the committee 

recommended that all surveillance of communications “to, from, or about an American 

without his consent” be subject to a judicial warrant procedure.55  

In 1978, largely in response to the Church Report, Congress enacted FISA to 

regulate government surveillance conducted for foreign intelligence purposes. The 

 
51 Charlie Savage, Warrantless Surveillance Challenged by Defendant, N.Y. Times (Jan. 29, 2014), 

https://www.nytimes.com/2014/01/30/us/warrantless-surveillance-challenged-by-defendant.html. 
52 The Church Committee investigated and identified a wide range of intelligence abuses by federal agencies, 

including the CIA, FBI, Internal Revenue Service, and National Security Agency. In the course of their work, 

investigators identified programs that had never before been known to the American public, including NSA’s 

Projects SHAMROCK and MINARET, programs which monitored wire communications to and from the United 

States and shared some of that data with other intelligence agencies. Committee staff researched the FBI’s long-

running program of “covert action designed to disrupt and discredit the activities of groups and individuals deemed a 

threat to the social order,” known as COINTELPRO. See 

https://www.senate.gov/artandhistory/history/common/investigations/pdf/ChurchCommittee_fullcitations.pdf. 
53 Final Report of the S. Select Comm. to Study Governmental Operations with Respect to Intelligence Activities 

(Book II), S. Rep. No. 94-755, at v. 

(1976) (“Church Report”). 
54 Id. at 137. 
55 Id. at 309. 
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statute created the Foreign Intelligence Surveillance Court (FISC) and empowered it to 

grant or deny government applications for surveillance orders in certain foreign 

intelligence investigations.56 When Congress enacted FISA in 1978, it drafted the law so 

that foreign persons located outside the U.S. would be outside of FISA’s ambit. This 

was accomplished in large part by defining electronic surveillance based on technology 

available at the time (now over 40 years ago). However, by 2008, technology had 

changed considerably, and many terrorists and other foreign intelligence targets abroad 

were using U.S.-based Internet service providers (ISP) and communications services 

based in this country.57 

FISA regulates, among other things, electronic surveillance,58 and created a 

framework for federal officials to apply for and obtain orders authorizing electronic 

surveillance where a significant purpose of the surveillance was to obtain foreign 

intelligence information. The FISA court is comprised of judges appointed by the Chief 

Justice of the United States, with jurisdiction to hear applications for and to grant orders 

approving electronic surveillance “in aid of protecting the United States against attack 

by foreign governments or international terrorist groups.”59 Before passage of the FAA 

in 2008, FISA generally foreclosed the government from engaging in electronic 

surveillance” without first obtaining an individualized and particularized order from the 

 
56 See 50 U.S.C. § 1803(a). 
57 The FISA Amendments Act: Q&A, DNI, 2 (Apr. 18, 2017), 

https://www.dni.gov/files/icotr/FISA%20Amendments%20Act%20QA%20for%20Publication.pdf. 
58 Electronic surveillance is defined to include “the acquisition by an electronic, mechanical, or other surveillance 

device of the contents of any wire communication to or from a person in the United States, without the consent of 

any party thereto, if such acquisition occurs in the United States. See 50 U.S.C. § 1801(f)(2). 
59 United States v. Rahman, 861 F. Supp. 247, 249 (S.D.N.Y. 1994), aff'd, 189 F.3d 88 (2d Cir. 1999); see also 50 

U.S.C. §§ 1801(e), 1803. 
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FISC.60 Legislative amendments sought by the Bush administration were embodied in 

the FAA, which was signed into law in July 200861 and authorized acquisition without 

individualized suspicion of a wide swath of communications, including U.S. person 

international communications from Internet and telecommunications providers inside the 

United States.62 This case is noteworthy in part because Muhtorov became the first 

person charged as a defendant in a criminal prosecution to receive notice of FAA 

surveillance.63  

Like surveillance under FISA, FAA surveillance takes place on U.S. soil. But the 

authority granted by the FAA is altogether different from, and far more sweeping, than 

the authority the government traditionally exercised under FISA.64 The Muhtorov case 

involved numerous intrusive searches of his computer, email accounts, private 

residence, and personal effects. At the outset of the prosecution, the government 

represented that it had conducted these searches based on “court authorization[s].”65 

Muhtorov did not learn that the government had intercepted his communications under 

the FAA until 20 months after the government’s initial FISA notice. This was because 

the government had a policy of concealing from criminal defendants any connection 

 
60 To obtain a traditional FISA order, the government is required to submit an application that identifies or describes 

the target of the surveillance, explains the basis for believing that the target of the electronic surveillance is a foreign 

power or an agent of a foreign power, explains the basis for believing that each of the facilities or places at which 

the electronic surveillance is directed is being used, or is about to be used, by a foreign power or an agent of a 

foreign power, and describes the nature of the foreign intelligence information sought and the type of 

communications that will be subject to surveillance. 
61 On August 5, 2007, Congress passed a predecessor statute, the Protect America Act, Pub. 

L. No. 110-55, 121 Stat. 552 (2007), whose authorities expired in Feb. 2008. 
62 Motion, United States v. Muhtorov, No.1:12-cr-0033-JLK (D. Colo. Jan. 29, 2014), Docket No. 520. 
63 See Devlin Barrett, U.S. Tells Suspect for First Time It Used NSA Surveillance Program in Criminal Case, Wall 

St. J. (Oct. 25, 2013), http://on.wsj.com/16Bv4av. 
64 Motion, supra note 62. 
65 Aff. of Donald E. Hale, Special Agent, FBI ¶ 12 (attached to Crim. Compl., Doc. 1). 
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between the FAA and their prosecutions.66 Defense attorneys argued this policy violated 

both the FAA itself and the due process rights of criminal defendants.67 Muhtorov’s 

counsel filed a motion in federal court to suppress any evidence obtained from the 

surveillance on grounds that it was unlawful.68 

Lawyers from the American Civil Liberties Union (ACLU), assisting federal public 

defenders, filed an opening brief on behalf of Muhtorov in the Tenth Circuit Court of 

Appeals. Prior to his arrest, Muhtorov was the subject of Section 702 federal electronic 

surveillance, which permits the government to obtain the contents of international 

communications if at least one party is believed to be a non-U.S. person69 abroad. As 

one would expect, such communication often involves U.S. persons persons. The 

statute requires the government to “minimize” such incidentally obtained information 

about U.S. persons, but the government may retain and use such information if it 

contains “foreign intelligence information,” which is broadly defined.70  

Section 702 supporters counter that selection and capture of the collected 

Section 702 materials is far more likely to be precise than its counterpart Executive 

Order 12333 collections,71 which typically take place in uncontrolled environments 

 
66 The government’s policy of withholding notice of FAA surveillance came to light 

only after the Supreme Court decided Clapper v. Amnesty International USA, 133 S. Ct. 1138 (2013). 
67 Supra note 6, at 5. 
68 Defendant Challenges NSA's Warrantless Surveillance Program, Wash. Post (2014), 

https://apps.washingtonpost.com/g/documents/world/defendant-challenges-nsas-warrantless-surveillance-

program/765/. 
69 See 50 U.S.C. § 1801(I) (defining “United States person” as, among other things, “a 

citizen of the United States” or “an alien lawfully admitted for permanent residence”). 
70 Marty Lederman, The Muhtorov Constitutional Challenge to Section 702, Just Security (Feb. 4, 2014), 

https://www.justsecurity.org/6742/muhtorov-constitutional-challenge-section-702/. 
71 EO 12333 requires procedures to minimize how an agency collects, retains or disseminates U.S. person 

information. These procedures must be approved by the attorney general, providing an important additional check. 

The National Security Agency’s procedures are reflected in documents such as United States Signals Intelligence 

Directive SP0018 (USSID 18), issued in 1993 and updated in 2011. These procedures generally provide that 

communications may not be retained for more than five years. In addition, NSA personnel may not use U.S. person 

“selection terms” (such as names, phone numbers or email addresses) to retrieve communications from its collection 
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outside the United States. In contrast to much of the other intelligence material, 702 

material yields pristine intact copies of the desired communication transactions.72 

Legislative history also demonstrates the narrow purpose of the program. In its report 

accompanying an earlier version of the FAA, the Senate Intelligence Committee wrote 

its goal “has been to develop a sound legal framework for essential intelligence 

activities in a manner consistent with the U.S. Constitution.”73 As policymakers struggle 

to strike a balance between national defense goals and what many consider illegal 

spying, it is important to keep in mind that methods and tools of terrorist propaganda will 

continue to evolve. As such, law enforcement and national security professionals must 

strive to better understand the underlying causes of radicalization and the ways in which 

such toxic rhetoric and content can be countered in a free society. 

 

VII. Countering Terrorist Propaganda 

Global concern over terrorist propaganda and recruitment efforts has spawned many 

innovative solutions from both the public and private sectors. Government efforts to 

counter terrorist propaganda include deradicalization programs, which are geared 

toward peacefully moving individuals and groups away from violent extremism. These 

programs vary widely and may involve prisoners, potential terrorists, convicted 

criminals, or repentant extremists. They also may have different aims such as 

 
under EO 12333 without a finding by the attorney general that the U.S. person is an agent of a foreign power (or in 

other similarly narrow circumstances). See https://www.intelligence.gov/ic-on-the-record-database/results/692-the-

truth-about-executive-order-12333. 
72 Chris Inglis & Jeff Kosseff, In Defense of FAA Section 702: An Examination of its Justification, Operational 

Employment, and Legal Underpinnings (2016), 

https://www.hoover.org/sites/default/files/research/docs/ingliskosseff_defenseof702_final_v3_digital.pdf 
73 Senate Report 110-209, Foreign Intelligence Surveillance Act of 1978 Amendments Act of 2007 (Oct. 26, 2007), 

https://www.intelligence.senate.gov/publications/report-accompany-fisa-amendments-act-2007-s-2248-october-26-

2007. 
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abandonment of extreme views, disengagement from terrorism and rehabilitation into 

society. Programs vary in size from just a handful of participants to hundreds and take 

different forms from arranging jobs, marriages, and new lives for participants, to merely 

educating them on nonviolent alternatives to their existing methods.74   

Other effective counterextremism efforts include intervention, community 

engagement, and referrals to non-governmental organizations (NGO). While many 

programs have seen success, some of the speed bumps in the fight against 

radicalization in the U.S. include restrictions on the sharing on mental health 

information;75 suspicion on the part of some communities (particularly minority 

immigrant); and legal issues surrounding counter messaging to include privacy, free 

speech, and prohibitive public opinion funding legislation.76 Some of the practical policy 

and implementation challenges when it comes to throttling and stopping radicalization 

include effective identification of target audiences, cracking down on online forums only 

to see new ones spring up, and actually obtaining jury convictions based upon what the 

public perceives as a real physical threat. Technology companies, for their part have 

 
74 International Peace Institute, A New Approach? Deradicalization Programs and Counterterrorism (June 2010), 

https://www.ipinst.org/wp-content/uploads/publications/a_new_approach_epub.pdf. 
75 Health Insurance Portability and Accountability Act (HIPAA) (42 U.S. Code § 1320d–6) (Wrongful disclosure of 

individually identifiable health information). 
76 The U.S. Information and Educational Exchange Act of 1948 (Public Law 80-402), also called the Smith-Mundt 

Act, is the basic legislative authorization for propaganda activities conducted by the U.S. Department of State. The 

Smith-Mundt Modernization Act of 2012 (H.R.5736) sought to amend the Foreign Relations Authorization Act, 

Fiscal Years 1986 and 1987 to prohibit funds for the Department of State from being used to influence public 

opinion or propagandizing in the United States. See https://www.congress.gov/bill/112th-congress/house-bill/5736. 
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been helpful by more strictly enforcing their terms of service, redirecting searches,77 

flagging potentially dangerous activity, and teaming with law enforcement.78 

 

VIII. Conclusion 

Radicalization is a reality of the contemporary world that will not disappear any time 

soon.79 Terrorism is a purposeful activity that aims for psychological impact and uses 

the power of ideas and force to project an image and communicate, not merely 

intimidate.80 It is widely believed that terrorist groups are rational actors that use 

violence to achieve their political demands.81 While terrorism is about power, it is also 

about public affairs. Terrorists must attract audiences and make their arguments 

effective, or else all their actions are meaningless and nihilistic. For these reasons, 

citizens, educators, and policymakers alike would do well to understand terrorist 

arguments and the mediums in which they are transmitted and received.82 The 

 
77 The Redirect Method uses Adwords targeting tools and curated YouTube videos uploaded by people all around 

the world to confront online radicalization. It focuses on the slice of ISIS’ audience that is most susceptible to its 

messaging and redirects them towards curated YouTube videos debunking ISIS recruiting themes. This open 

methodology was developed from interviews with ISIS defectors, respects users’ privacy and can be deployed to 

tackle other types of violent recruiting discourses online. See https://redirectmethod.org/. 
78 Facebook Teams up with Police to Stop Streaming of Terror Attacks, The Guardian (Sept. 17, 2019), 

https://www.theguardian.com/technology/2019/sep/17/facebook-teams-up-with-police-to-stop-live-streaming-of-

terror-attacks. 
79 Supra note 74, at 13. 
80 Harmon, Christopher C., and Randall G. Bowdish, The Terrorist Argument: Modern Advocacy and Propaganda, 

Brookings Institution Press (2018), www.jstor.org/stable/10.7864/j.ctt1vjqr1x.  
81 See, for example, Martha Crenshaw, The Logic of Terrorism: Terrorist Behavior as a Product of Strategic 

Choice, 22-34 (2007); David C. Rapoport, The Four Waves of Modern Terrorism, 46-73 (2004). Other studies 

explore alternative terrorist incentive structures. See, for example, Max Abrahms, What Terrorists Really Want: 

Terrorist Motives and Counterterrorism Strategy, International Security 32(4), 78-105 (2008). 
82 Christopher C. Harmon & Randall G. Bowdish, Terrorist Propaganda and Argument, In The Terrorist Argument: 

Modern Advocacy and Propaganda, Brookings Institution, 5-18 (2018), 

http://www.jstor.org/stable/10.7864/j.ctt1vjqr1x.4. 
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Internet’s global reach provides a stage for terrorist groups to make their call for 

violence, amplified through social media’s increasing number of users.83  

From a practical and national security standpoint, it would be better to identify signs 

of radicalization earlier in the process, if possible. The alternative, as in the Muhtorov 

case, is to invite an individual with terrorist sympathies (along with his family) to settle in 

the United States, only to spend the next several years navigating the court system en 

route to prison and eventual deportation hearings. Taxpayers should not be required to 

work hard and pay taxes to defend someone like Jamshid Muhtorov, whose actions 

prove he should not have been in the U.S. in the first place. Surely we can do better as 

a nation at identifying and stopping terrorists and their propaganda before either arrives 

at our shores. 

 
83 See David Patrikarakos, Social Media Networks Are the Handmaiden to Dangerous Propaganda, Time (Nov. 2, 

2017), http://time.com/5008076/nyc-terror-attack-isis-facebook-russia/ [https://perma.cc/VU3G-JBTD] (noting the 

inadequacies of current responses by the U.S. government and social media companies). 


