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integration of biometric devices and databases for national security purposes came into its own 

during the prosecution of the Global War on Terror (GWOT)3.   

I. EMPLOYMENT OF BIOMETRICS

Biometrics are widely employed by DoD, the United States Government (USG), and 

other nation states and organizations for applications such as law enforcement, border control, 

and tracking of terrorists through various points of encounter,4 often through multiple countries. 

There are other ways to track terrorists as well, including through financial transactions5 and 

geolocation,6 but biometrics are potentially exploitable at all times not just when a purchase is 

made, money is deposited into an account, or a cell phone is active in network.7  

Biometrics deals with the concept that all humans have a distinct signature. As such, 

within the intelligence community (IC), biometrics falls under measurement and signature 

intelligence (MASINT).8 In practice, while many people are 5’10” tall, there are fewer who have 

3 GWOT was an international military campaign launched after the September 11, 2001 attacks against the United States. In

2013, President Obama the Global War on Terror was over, preferring to focus on networks rather than a tactic. The Biometrics 

Management Office (BMO) was appropriated funding in 2000, has gone through several iterations, and is now the Defense 

Forensics and Biometrics Agency (DFBA). The BFC is now the DFBA Biometrics Operations Division (BOD). Collection 

systems included the Biometric Automated Toolset (BAT) and Handheld Interagency Identity Detection Equipment (HIIDE). See 

Introduction to Biometrics and Biometrics Systems, available at 

https://www.tam.usace.army.mil/Portals/53/docs/UDC/Training/Biometrics%20101.pdf 
4 Points of encounter could include entry control points (ECP), a border crossing, or anywhere a biometric is collected and

checked against a national security database.  
5 The U.S. Department of the Treasury Terrorist Finance Tracking Program (TFTP) has allowed the U.S. and its allies to identify

and locate operatives and their financiers, chart terrorist networks, and help keep money out of their hands. (Source: 

https://home.treasury.gov/policy-issues/terrorism-and-illicit-finance/terrorist-finance-tracking-program-tftp) 
6 National Strategy for Counterterrorism of the United States of America, (Oct. 2018), https://www.whitehouse.gov/wp-

content/uploads/2018/10/NSCT.pdf (last visited Oct. 14, 2018). 
7 Dana Priest, NSA Growth Fueled by Need to Target Terrorists, (July 21, 2013),

https://www.washingtonpost.com/world/national-security/nsa-growth-fueled-by-need-to-target-terrorists/2013/07/21/24c93cf4-

f0b1-11e2-bed3-b9b6fe264871_story.html?noredirect=on&utm_term=.af0ec3c2efcc (last visited Dec. 14, 2018). 
8 MASINT is technically derived intelligence (excluding traditional imagery and signal intelligence) which when collected,

processed, and analyzed, results in intelligence that detects, tracks, identifies, or describes the signatures (distinctive 

characteristics) of fixed or dynamic target sources. MASINT includes the advanced processing and exploitation of data derived 

from imagery intelligence (IMINT) and signals intelligence (SIGINT) collection sources. MASINT sensors include, but are not 

limited to, radar, optical, infrared, acoustic, nuclear, radiation detection, spetroradiometric, and seismic systems as well as gas, 

liquid, and solid material sampling systems. See IC21: The Intelligence Community in the 21st Century Staff Study, Permanent 

Select Committee on Intelligence, House of Representatives, One Hundred Fourth Congress. Available at 

https://www.gpo.gov/fdsys/pkg/GPO-IC21/html/GPO-IC21-7.html) 
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a red moustache and even fewer who walk with a limp. But there is only one individual 

possessing a particular pattern of whorls, arches, and loops making up his or her unique 

fingerprint. In technical terms, biometrics is the automated technique of measuring a physical 

characteristic or personal trait of an individual and comparing that characteristic or trait to a 

database for purposes of recognizing that individual.9  

Various biometric modalities are employed for the task of terrorist tracking and may 

include iris, fingerprint, deoxyribonucleic acid (DNA), face, etc. There are advantages of each 

modality (e.g., accuracy, sanitation, cultural concerns), but the ability to match and accurately 

identify potential terrorists depends not only upon a good matching algorithm10 but derives from 

accompanying contextual and related intelligence data. There has been reluctance among partner 

nations, especially within the European Union (EU), to share data (a subset of which is terrorist-

related) with the USG. However, terrorist incidents11 in recent years have led to greater 

cooperation, and the resulting successes have validated the increased transnational terrorism 

information12 sharing. Law enforcement and intelligence officials are realizing that biometrics is 

                                                           
9 John D. Woodward, Biometric Scanning, Law & Policy:  Identifying the Concerns—Drafting the Biometric Blueprint, 59 U. 

Pitt. L. Rev. 97, 99 (1997). 
10 Algorithms are mathematical equations (calculations, data processing, automated reasoning) that are widely used throughout 

information technology and are the biggest factors in face recognition accuracy. United States Department of Homeland Security, 

Face Recognition Policy Development Template, (2017), https://www.bja.gov/Publications/Face-Recognition-Policy-

Development-Template-508-compliant.pdf (last visited Nov. 16, 2018). 
11 In 2017 a total of 205 foiled, failed and completed terrorist attacks were reported by nine EU Member States. 

The United Kingdom (UK) experienced the highest number of attacks (107), followed by France (54), Spain (16), 

Italy (14), and Greece (8). Belgium and Germany reported 2 attacks each; Finland and Sweden noted 1 attack each. Spain, 

Finland, and Sweden reported on jihadist terrorist attacks after a long period of having been unaffected by this phenomenon. In 

2017 68 victims died as a result of terrorist attacks and 844 people were injured. Similar to 2016, nearly all reported fatalities and 

casualties were the result of jihadist terrorist attacks. European Union Terrorism Situation and Trend Report 2018 (TESAT 

2018), Europol (2018), https://www.europol.europa.eu/activities-services/main-reports/european-union-terrorism-situation-and-

trend-report-2018-tesat-2018 (last visited Nov 16, 2018). 
12 Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA) defines “terrorism information” as “all information, 

whether collected, produced, or distributed by intelligence, law enforcement, military, homeland security, or other activities 

relating to: 1) the existence, organization, capabilities, plans, intentions, vulnerabilities, means of finance or material support, or 

activities of foreign or international terrorist groups or individuals, or of domestic groups or individuals involved in transnational 

terrorism; 2) threats posed by such groups or individuals to the United States, United States persons, or United States interests, or 

to those of other nations; 3) communications of or by such groups or individuals; or 4) groups or individuals reasonably believed 
to be assisting or associated with such groups or individuals. Pub. Law. No. 108–458 (2004). 
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a force multiplier that enables cost-effective tracking and accurate identification of persons of 

interest. Collection devices are becoming ubiquitous and cheaper as biometrics are employed in 

new ways. Industry predicts the global next generation biometrics market will surpass $25 billion 

by 2024.13 The facial recognition market alone is expected to reach $15.4 billion within the same 

time period.14  

 

II. DEFINING TERRORISM 

In order to either charge individuals with a crime in a civilian regime or handle them 

according to the law of armed conflict (LOAC) in a military context, definitions are helpful for 

prosecutors and decisionmakers. Terrorism is well defined in U.S. code but is more subject to 

political whims in other regions of the world. Every nation seems to be on alert for “terrorists,” 

whether the Russians are hunting Chechens, the Chinese are rounding up Uyghurs in Yunnan 

province,15 or U.S. and Coalition forces are targeting Al Qaeda. But are all terrorists equal, or is 

“one man’s terrorist” actually “another’s freedom fighter”? The White House notes that terrorist 

threats have become more complex and widespread than ever before to include global terrorist 

networks and affiliates, state sponsored terrorists, and homegrown threats inspired by terrorist 

propaganda.16 

 

 

                                                           
13 Next Generation Biometrics Market to Touch U.S. $25 Billion by 2024 - MarketWatch, (2018), 

https://www.marketwatch.com/press-release/next-generation-biometrics-market-to-touch-us-25-billion-by-2024-2018-08-27 (last 

visited Nov. 14, 2018). 
14 Facial Recognition Market Worth $15.4 Billion by 2024, Variant Market Research, 

https://www.variantmarketresearch.com/report-categories/information-communication-technology/facial-recognition-market (last 

visited Nov 16, 2018). 
15 Shohret Hoshur, 100 Uyghurs Rounded Up in Police Hunt in Yunnan, Radio Free Asia, (Oct. 3, 2013), 

https://www.rfa.org/english/news/uyghur/yunnan-10032013183810.html (last visited Nov. 15, 2018). 
16 National Strategy for Counterterrorism of the United States of America, supra note 6. 
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A. DOMESTIC TERRORISM 

Several terrorism related definitions exist within the U.S. criminal code. The term 

“domestic terrorism” means activities that involve acts dangerous to human life that are a 

violation of the criminal laws of the U.S. or of any State; appear to be intended to intimidate or 

coerce a civilian population, to influence the policy of a government by intimidation or coercion 

or to affect the conduct of a government by mass destruction, assassination, or kidnapping; and 

occur primarily within the territorial jurisdiction of the United States.17 “Terrorism” is defined in 

22 U.S. Code § 2656f as “premeditated, politically motivated violence perpetrated against 

noncombatant targets by subnational groups or clandestine agents,”18 and is not specific with 

regard to geographic location. 

 

B. INTERNATIONAL TERRORISM 

“International terrorism” is defined in 50 USC § 1801 as activities that involve violent 

acts or acts dangerous to human life that are a violation of the criminal laws of the United States 

or of any State, or that would be a criminal violation if committed within the jurisdiction of the 

United States or any State; appear to be intended to intimidate or coerce a civilian population; to 

influence the policy of a government by intimidation or coercion; or to affect the conduct of a 

government by assassination or kidnapping; and occur totally outside the United States, or 

transcend national boundaries in terms of the means by which they are accomplished, the persons 

they appear intended to coerce or intimidate, or the locale in which their perpetrators operate or 

seek asylum.19  

                                                           
17 18 U.S.C., Ch. 113B § 2331. 
18 22 U.S.C § 2656f(d)(2). 
19 50 U.S.C. § 1801. 
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C. TERRORISM RELATED INFORMATION 

Terrorism-related information includes homeland security, terrorism, and weapons of 

mass destruction information.20 The 2004 Intelligence Reform and Terrorism Prevention Act 

(IRTPA) defined “terrorism information” as all information, whether collected, produced, or 

distributed by intelligence, law enforcement, military, homeland security, or other activities 

relating to the existence, organization, capabilities, plans, intentions, vulnerabilities, means of 

finance or material support, or activities of foreign or international terrorist groups or 

individuals, or of domestic groups or individuals involved in transnational terrorism; threats 

posed by such groups or individuals to the U.S., United States persons (USPER), or United 

States interests, or to those of other nations; communications of or by such groups or individuals; 

or groups or individuals reasonably believed to be assisting or associated with such groups or 

individuals.21 The executive branch, in Homeland Security Presidential Directive (HSPD) 6,22 

defined “terrorist information” as “thorough, accurate, and current information about individuals 

known or appropriately suspected to be or have been engaged in conduct constituting, in 

preparation for, in aid of, or related to terrorism.” Under these definitions, biometric information 

collected from terrorists would also be considered terrorism/terrorist information.  

 

III. FOREIGN TERRORIST AND TRANSNATIONAL CRIMINAL ORGANIZATIONS 

Unless those involved are under active investigation, it can initially be difficult to 

distinguish terrorism from ordinary criminal activity. Foreign Terrorist Organizations (FTOs) are 

                                                           
20 6 U.S.C. §§ 482(f)(1), 485(a)(1), (5)-(6) 
21 Pub. Law No. 108-458 (2004). 
22 Directive on Integration and Use of Screening Information to Protect Against Terrorism, Homeland Security Presidential 

Directive (HSPD)-6, 2 Pub. Papers 1174 (Sept. 16, 2003), https://www.gpo.gov/fdsys/pkg/PPP-2003-book2/pdf/PPP-2003-

book2-doc-pg 1174.pdf (last visited Sept. 17, 2018). 



7 
 

foreign organizations designated by the Secretary of State in accordance with section 219 of the 

Immigration and Nationality Act (INA), as amended. Examples of FTOs include Hamas, al-

Qa'ida, and al-Nusrah Front.23 The difference between transnational criminal organizations 

(TCO) and transnational terrorists can be negligible in that terrorists are often involved in 

criminal activity to fund current or planned operations. Congress noted that TCOs are driven by 

profit, and smugglers will improvise and adapt as necessary to move illicit people and goods into 

the U.S.24 TCOs and subsidiary organizations, including transnational drug cartels, have spread 

throughout the nation, threatening the safety of U.S. citizens. Executive Order (EO) 1377325 was 

intended to strengthen enforcement of federal law to thwart TCOs, criminal organizations, and 

subsidiary organizations, including criminal gangs, cartels, racketeering organizations, and other 

groups engaged in illicit activities that present a threat to public safety and national security and 

fall into one of several enumerated categories.26 Screeners who encounter malign actors at 

checkpoints are generally not worried about which category an individual falls into but generally 

become more concerned when watchlist alerts appear on the device with instructions on how to 

handle a particular individual. It is up to the client to determine what level of risk is acceptable 

and whether TCOs and other non-terrorists are worth keeping track of and worth a referral to the 

appropriate law enforcement agency. In other words, most countries are interested in finding 

terrorists but do not necessarily have the resources to devote to petty thieves or other categories 

of watchlisted individuals falling outside the “the worst of the worst” threshold. 

                                                           
23 For a complete list see https://www.state.gov/j/ct/rls/other/des/123085.htm 
24 Explanatory Statement for the Homeland Security Appropriations Bill 2018, Overview and Summary of the Bill 
25 Exec. Order No. 13773, Enforcing Federal Law With Respect to Transnational Criminal Organizations and Preventing 

International Trafficking, (February 9, 2017), https://www.whitehouse.gov/presidential-actions/presidential-executive-order-

enforcing-federal-law-respect-transnational-criminal-organizations-preventing-international-trafficking/ (last visited 10 Sept. 

2018). 
26 Enumerated categories in EO 13773 are smuggling and trafficking of humans, drugs or other substances, wildlife, and 

weapons; corruption, cybercrime, fraud, financial crimes, and intellectual-property theft; or the illegal concealment or transfer of 

proceeds derived from such illicit activities. 
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IV. HOMEGROWN THREATS 

Countering homegrown threats is contentious because most of the indicators involve 

activity which is legal in the U.S. to include receiving funds from overseas, traveling, purchasing 

tactical equipment, etc.27 Law enforcement and intelligence officials must determine when an 

individual has crossed the line into the operational space where his or her actions may endanger 

lives and then follow up with appropriate actions (e.g., surveillance, warrant). 

 

A. PRIVATE OWNERSHIP OF WEAPONS 

Although bioweapons and trucks have been as means of inflicting terror, the most 

common instruments are guns and explosives. The current state of affairs regarding gun laws has 

been frustrating for those who favor “common sense gun laws,”28 but gun rights supporters see 

gun registration efforts and proposed restrictions as a proverbial camel’s nose under the tent, 

with the ultimate goal being gun bans and confiscation.29 

Terrorism statutes are deliberately focused outward to avoid powerful U.S. intelligence 

assets from being used domestically. There have been several unsuccessful attempts to change 

this posture. The issue is a controversial one, especially given the number of gun owners (one of 

every three adults30) and those with knowledge of and access to bombmaking materials. There 

                                                           
27 Director of National Intelligence, Homegrown Violent Extremist Mobilization Indicators, (Dec. 2017), 

https://www.dni.gov/files/NCTC/documents/news_documents/NCTC-Unclassified-HVE-Mobilization-Indicators-Web.pdf (last 

visited Sept. 15, 2018). 
28 Model laws proposed by the Giffords Law Center would do the following: 1) require background checks on all gun purchasers; 

2) license firearm owners; 3) register all firearms; 4) regulate firearms dealers and ammunition sellers; 5) require the reporting of 

lost or stolen firearms; 6) impose a waiting period before the sale of a firearm; and 7) limit firearm purchases to one per person 

every 90 days. For more information, see https://lawcenter.giffords.org/resources/model-laws/ 
29 Confiscate! Confiscate! Confiscate!, (2013), https://www.nraila.org/articles/20130517/confiscate-confiscate-confiscate (last 

visited Nov. 27, 2018). 
30 This according to a 2017 Pew Research Center study available at http://www.pewsocialtrends.org/2017/06/22/americas-

complex-relationship-with-guns/ 
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are an estimated 393 million civilian-owned firearms in the U.S,31 the vast majority of which are 

legally owned. There is a general distrust of government32 in the U.S. which has manifested in a 

strong gun culture, and private ownership is protected by the Second Amendment.33 Even 

membership in a terrorist organization does not prohibit a person from possessing firearms or 

explosives under current federal law. However, for homeland security and other purposes, the 

FBI is notified when a firearm or explosives background check involves an individual on the 

terrorist watchlist.34  

 

B. WEAPONS BACKGROUND CHECKS 

Federal and selected state law enforcement agencies that process firearm-related 

background checks through National Instant Criminal Background Check System (NICS) 

collectively investigate and prosecute a small percentage of individuals who falsify information 

(e.g., do not disclose a felony conviction) on a firearms form and are denied a purchase. Federal 

NICS checks35 resulted in approximately 112,000 denied transactions in fiscal year 2017, of 

which the Bureau of Alcohol, Tobacco, Firearms and Explosives (ATF) referred about 12,700 to 

                                                           
31 Christopher Ingraham, There Are More Guns Than People in the United States, According to a New Study of Global Firearm 

Ownership (2018), https://www.washingtonpost.com/news/wonk/wp/2018/06/19/there-are-more-guns-than-people-in-the-united-

states-according-to-a-new-study-of-global-firearm-ownership/?utm_term=.5b03349073b4 (last visited Nov. 17, 2018). 
32 Lynn Vavreck, Upshot (2015), https://www.nytimes.com/2015/07/04/upshot/the-long-decline-of-trust-in-government-and-

why-that-can-be-patriotic.html (last visited Nov. 17, 2018). 
33 “A well regulated Militia, being necessary to the security of a free State, the right of the people to keep and bear Arms, shall 

not be infringed.” The Bill of Rights: A Transcription, (2018), https://www.archives.gov/founding-docs/bill-of-rights-transcript, 

(last visited Nov. 17, 2018). 
34 Terrorist Watchlist Screening: FBI Has Enhanced Its Use of Information from Firearm and Explosives Background Checks to 

Support Counterterrorism Efforts, Statement of Eileen R. Larence, Director, Homeland Security and Justice, (2010), 

https://www.gao.gov/new.items/d10703t.pdf (last visited Nov. 18, 2018). 
35 Mandated by the Brady Handgun Violence Prevention Act (Brady Act) of 1993, Public Law 103-159, the NICS was 

established for Federal Firearms Licensees (FFLs) to contact by telephone, or other electronic means, for information to be 

supplied immediately on whether the transfer of a firearm would be in violation of Section 922 (g) or (n) of Title 18, United 

States Code, or state law. 
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its field divisions for further investigation. U.S. Attorney’s Offices had prosecuted only 12 of 

these cases as of June 2018.36  

NICS gun background checks have resulted in hundreds of valid matches with 

individuals on the terrorist watchlist. The vast majority were allowed to proceed because the 

checks revealed no prohibiting information.37 Under 18 U.S.C. § 922(g), persons are generally 

prohibited from possessing or receiving a firearm if they have been convicted in any court of a 

crime punishable by imprisonment for a term exceeding one year; are a fugitive from justice; are 

an unlawful user of or addicted to any controlled substance; have been adjudicated as a mental 

defective or committed to a mental institution; are aliens illegally or unlawfully in the United 

States, or certain other aliens admitted under a nonimmigrant visa; have been dishonorably 

discharged from the military; have renounced their U.S. citizenship; are under a qualifying 

domestic violence restraining order; or have been convicted of a misdemeanor crime of domestic 

violence. In addition, 18 U.S.C. § 922(n) prohibits persons under indictment for a crime 

punishable by imprisonment for a term exceeding one year from receiving a firearm. Individual 

states may have prohibiting factors in addition to those in federal law.38 

NICS gun checks are biographic, requiring the gun purchaser to fill out a Firearms 

Transaction Record39 which contains name, address, date of birth, etc. Usually the biographic 

information is enough to facilitate the purchase of a firearm from a licensed gun dealer. 

However, individuals attempting to purchase firearms who experience extended delays or 

erroneous denials may apply to be considered for entry into the Voluntary Appeal File (VAF) by 

                                                           
36 Report to the Ranking Member, Subcommittee on Commerce, Justice, Science, and Related Agencies, Committee on 

Appropriations, House of Representatives, Law Enforcement: Few Individuals Denied Firearms Purchases Are Prosecuted and 

ATF Should Assess Use of Warning Notices in Lieu of Prosecutions, (2018), https://www.gao.gov/assets/700/694290.pdf 
37 Government Accountability Office, supra note 34. 
38 Government Accountability Office, supra note 36. 
39 The form ATF E-Form 4473 is available at https://www.atf.gov/firearms/docs/4473-part-1-firearms-transaction-record-over-

counter-atf-form-53009/download 
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signing an applicant statement that authorizes the NICS Section to retain information that would 

otherwise be destroyed upon the approval of the firearm transaction. A fingerprint card is 

required when applying for VAF40 for purposes of identity resolution,41 as an example of the 

authority of biometrics when it comes to verifying the identity of an individual. 

Gun owners are reluctant to be placed on any sort of list, whether biometrically enabled 

or not. However, Illinois requires a Firearm Owners Identification (FOID) card, which is 

required to legally possess or purchase firearms or ammunition in the state and contains a facial 

image of the applicant. The applicable law has been in effect since 1968 and FOIDs are issued by 

the Illinois State Police via an online or paper application process.42 In 2011, in the case of 

People v. Holmes,43 the Illinois Supreme Court ruled that non-Illinois residents who are 

permitted to possess a firearm in their home state are not required to have an Illinois FOID card 

when in possession of firearms or ammunition in Illinois. This case is an example of the complex 

patchwork of domestic gun laws and regulations in which even those attempting to abide by the 

rules are sometimes caught up in bureaucracy, thereby diverting investigative resources away 

from actual criminal and terrorist cases. 

 

C. DOMESTIC TERRORISM 

Domestic terrorism is perpetrated by individuals or groups inspired by or associated with 

primarily U.S.-based movements that espouse extremist ideologies of a political, religious, 

social, racial, or environmental nature.44 According to the FBI, a homegrown violent extremist 

                                                           
40 Federal Bureau of Investigation, About NICS, https://www.fbi.gov/services/cjis/nics/about-nics (last visited Oct. 18, 2018). 
41 The goal of identity resolution is to uniquely distinguish an individual within a given population or context. See 

https://pages.nist.gov/800-63-3/sp800-63a/sec5 proofing.html) 
42 See http://www.ilga.gov/legislation/ for more information on the Illinois Firearm Owners Identification Card Act (430 ILCS 

65). 
43 Opinion is available at http://www.illinoiscourts.gov/Opinions/SupremeCourt/2017/120407.pdf 
44 For more information see https://www.fbi.gov/investigate/terrorism. 
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(HVE) is a person of any citizenship who has mostly lived in the U.S. and who engages in a 

terrorist activity to advance an ideology. Such a person is influenced by foreign terrorist 

organizations but acts alone.45 The DHS definition adds that an HVE acts independently of 

direction by a foreign terrorist organization.46 

Violent extremism has been perpetrated in the U.S. by white supremacists, anti-

government groups, radical Islamist entities, environmental groups, and others. Ideologically 

inspired domestic violent extremists have been active in the U.S. for decades. Examples of 

attacks include the 1993 World Trade Center bombing by radical Islamists (6 killed), the 1995 

Oklahoma City bombing of the Alfred P. Murrah Federal Building (168 killed),47 the Tsarnaev 

brothers 2013 Boston bombing (4 killed), the 2015 San Bernardino Christmas party attack (14 

killed), the 2016 Orlando night club shooting (49 killed), and others.48 

 

D. DOMESTIC TERRORISM RESPONSE 

The 2018 National Strategy for Counterterrorism calls for empowerment of state and 

local law enforcement professionals, civil society, and private sector partners to prevent and 

counter domestic terrorism. The strategy notes that domestic terrorism is on the rise. 

Departments and agencies will investigate ties between domestic terrorists not motivated by 

radical Islamist ideologies and their overseas counterparts to more fully understand them. This 

includes identifying indicators of mobilization to violence and better integrating domestic 

                                                           
45 For more information see https://www.fbi.gov/audio-repository/news-podcasts-thisweek-homegrown-violent-

extremism.mp3/view 
46 Department of Homeland Security Reference Aid: ISIS and al-Qa‘ida-Inspired Homegrown Violent Extremists, (2017), 
https://www.dhs.gov/sites/default/files/publications/ISIS%20and%20AQ-

Inspired%20Violent%20Extremists_CVE%20Task%20Force_Final.pdf (last visited Sept. 20, 2018). 
47 Report to Congressional Requesters, Countering Violent Extremism: Actions Needed to  

Define Strategy and Assess Progress of Federal Efforts, (2017), https://www.gao.gov/assets/690/683984.pdf (last visited Sept. 21, 

2018). 
48 DHS, supra note 46. 
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terrorism information into analysis of homeland threats and continued information-sharing 

among our federal, state, local, and tribal law enforcement partners.49 

In the absence of domestic terrorism laws, the Justice Department relies on other statutes 

such as hate crimes and explosive or illegal firearm possession to prosecute ideologically 

motivated violence by people with no international ties.50 Preventing and countering violent 

extremism (P/CVE) is a contentious topic. One of the main criticisms stems from an overarching 

sense that the emphasis on Islamist-inspired extremism stigmatizes Muslim communities writ 

large. Some activists assert that P/CVE is merely a front by governments to disguise intelligence 

gathering activities, incorrectly likening P/CVE to the infamous Counterintelligence Program 

(COINTELPRO) period.51 More convincing arguments question the lack of evaluation, which 

makes it hard to assess the effectiveness of such efforts, as well as the lack of extremism-specific 

risk assessment tools that can be used to identify vulnerable individuals.52 

 

V. TERRORIST SCREENING AND WATCHLISTING 

For the federal government’s watchlisting regimen, a “known terrorist” is an individual 

whom the U.S. government knows is engaged, has been engaged, or who intends to engage in 

terrorism and/or terrorist activity, including an  individual who has been charged, arrested, 

indicted, or convicted for a crime related to terrorism by USG or foreign government authorities; 

                                                           
49 National Strategy for Counterterrorism of the United States of America, supra note 6. 
50 Eric Tucker & Michael Balsamo, Christian Science Monitor, U.S. Has No Domestic Terrorism Law: Recent Events Cause 

Some to Wonder Why (Oct. 30, 2018), https://www.csmonitor.com/USA/Justice/2018/1030/US-has-no-domestic-terrorism-law-

recent-events-cause-some-to-wonder-why (last visited Sept. 18, 2018). 
51 The FBI began COINTELPRO in 1956 to disrupt the activities of the Communist Party of the United States. In the 1960s, it 

was expanded to include several other domestic groups, such as the Ku Klux Klan, the Socialist Workers Party, and the Black 

Panther Party. All COINTELPRO operations were ended in 1971. Although limited in scope (about two-tenths of one percent of 

the FBI’s workload over a 15-year period), COINTELPRO was later rightfully criticized by Congress and the American people 

for abridging first amendment rights and for other reasons. COINTELPRO, FBI (2011), https://vault.fbi.gov/cointel-pro (last 

visited Nov 11, 2018). 
52 Katerina Papatheodorou, Preventing, Not Just Countering, Violent Extremism Lawfare (2018), 

https://www.lawfareblog.com/preventing-not-just-countering-violent-extremism (last visited Nov. 18, 2018). 
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or identified as a terrorist or member of a designated FTO pursuant to statute, EO, or 

international legal obligation pursuant to a United Nations Security Council Resolution 

(UNSCR). A “suspected terrorist” is an individual who is reasonably suspected to be, or has 

been, engaged in conduct constituting, in preparation for, in aid of, or related to terrorism and/or 

terrorist activities based on an articulable and reasonable suspicion.53 There is not one all-

encompassing “Terror Watch List” but several different lists54 to include the following: 

• Department of Commerce, Bureau of Industry and Security – Denied Persons List and the  

Entities List 

• Treasury's Office of Foreign Assets Control – Specially Designated Nationals (SDN) List 

• Department of State – Terrorist Exclusion List 

• Transportation Security Administration – No Fly list and Selectee list 

• FBI – Most Wanted List and Watch List 

• DOS, Office of Defense Trade Controls – Debarred Parties List 

• DoD – Biometric Enabled Watch List (BEWL)55   

 

 

A. NOMINATION AND WATCHLISTING PROCESS 

In order to be placed on a watchlist, one must first be nominated by an “originator,” 

usually an intelligence analyst or embassy staffer. Once an originator passes along the 

information to law enforcement, CT officials rely on guidelines in order to add an individual. 

Agencies must have reasonable suspicion or articulable evidence that the person is a KST, 

according to NCTC watchlisting guidance. The information can then be shared with the CIA, 

                                                           
53 Terrorist Screening Center: Frequently Asked Questions, Federal Bureau of Investigation, (Sept. 25, 2015). 
54 Fact Sheet: Federal Watch Lists, American Civil Liberties Union, https://www.aclu.org/other/fact-sheet-federal-watch-lists 

(last visited Dec 2, 2018). 
55 The DoD BEWL) is created by DoD ABIS when the watchlist and biometrics are matched.  The BEWL is an intelligence 

product developed and maintained by the National Ground Intelligence Center (NGIC). The full BEWL or partial BEWL may be 

pre-loaded onto a collection device if storage and authorities allow. For more information see   

https://apps.dtic.mil/dtic/tr/fulltext/u2/a626558.pdf 
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FBI, DoD, state-local-tribal police, Immigration and Customs Enforcement (ICE), U.S. 

Citizenship and Immigration Services, DOS, U.S. Agency for International Development, and 

foreign partners. Individuals may then be placed onto watchlists such as the Transportation 

Security Administration (TSA) “No Fly” and “Selectee” lists. 56 The name-based No Fly list 

began with just 16 names after 911 and contains individuals prohibited from boarding a plane, 

while the Selectee List triggers enhanced screening at airports.57 The No Fly list has 

approximately 81,000 persons, with fewer than 1000 USPERs while the selectee list has 

approximately 28,000 persons with fewer than 1700 USPERs.58 

EO 1335459 requires all government agencies that possess or acquire non-domestic 

terrorism and counterterrorism information to immediately notify the NCTC, which serves as the 

primary organization for integrating and analyzing intelligence pertaining to terrorism and 

counterterrorism. NCTC is the principal advisor to the Office of the Director of National 

Intelligence (ODNI) on intelligence activities and is responsible for developing strategic 

operational plans for counterterrorism activities. NCTC receives information through 

nominations made by federal agencies, and it is not required for an agency to be a member of the 

intelligence community (IC) to make nominations. Nomination information is placed in the 

NCTC central repository system, the Terrorist Identities Datamart Environment (TIDE)60 for use 

by CT personnel.    

The Terrorist Screening Database (TSDB) is at the heart of federal efforts to identify and 

share information among U.S. law enforcement about identified people who may pose terrorism-

                                                           
56 Sara Kehaulani Goo, Senator Kennedy Flagged by No-Fly List The Washington Post (2004), 

http://www.washingtonpost.com/wp-dyn/articles/A17073-2004Aug19.html (last visited Nov 30, 2018). 
57 https://abcnews.go.com/US/terrorist-watch-list-works/story?id=39931316 
58 https://www.feinstein.senate.gov/public/index.cfm/press-releases?ID=F02871C5-A023-4DEF-AEC3-EDAF34BEA2BF 
59 Executive Order 13354, “National Counterterrorism Center,” August 27, 2004. Available at 

https://www.dni.gov/files/NCTC/documents/RelatedContent_documents/eo13354.pdf 
60 https://www.oig.dhs.gov/assets/Mgmt/OIG_08-29_Feb08.pdf 
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related threats to the United States. It is managed by the Terrorist Screening Center (TSC), a 

multi-agency organization created by presidential directive in 2003.61 The TSDB includes 

biographic identifiers for those known either to have or be suspected of having ties to terrorism. 

In some instances, it also includes biometric information on such people. It stores hundreds of 

thousands of unique identities. Portions of the TSDB are exported to data systems in federal 

agencies that perform screening activities such as background checks, reviewing the records of 

passport and visa applicants, official encounters with travelers at U.S. border crossings and air 

passenger screening. 

The government uses information sharing as a CT tool through the terrorist watchlist 

process. The TSC is administered by the FBI and is responsible for maintaining a KST list and 

making information from the TSDB available to agencies that screen individuals for possible 

threats. For instance, subsets of the TSDB are used by DHS’s TSA to screen individuals before 

they board an aircraft and by U.S. Customs and Border Protection to screen travelers entering the 

U.S.62  

The administration argues that current immigration system jeopardizes national security 

and has repeatedly called for immigration reforms such as ending chain migration63 and 

                                                           
61 HSPD-6 required the establishment of an organization to “consolidate the Government’s approach to terrorism  

screening and provide for the appropriate and lawful use of Terrorist Information in screening processes.” Specifically, the 

Attorney General was directed to create a new organization to consolidate terrorist watch lists and  

provide 24-hour, 7-day a week operational support for federal, state, local, territorial, tribal, and foreign governments as well as 

private sector screening across the country and around the world. (Source:  https://oig.justice.gov/reports/FBI/a0527/final.pdf) 
62 Information Sharing: Progress Made and Challenges Remaining in Sharing Terrorism-Related Information Statement of Eileen 

R. Larence Director, Homeland Security and Justice Issues, Statement for the Record To the Committee on Homeland Security 

and Governmental Affairs, U.S. Senate (2011), https://www.gao.gov/assets/590/585711.pdf (last visited Nov 13, 2018). 
63 Under the Immigration and Nationality Act (INA), U.S. citizens and legal permanent residents (LPR) may petition U.S. 

Citizenship and Immigration Services (USCIS) to sponsor a qualifying relative. If the sponsor can establish the proper familial 

relationship and has enough assets to support that person, they will be eligible to receive LPR status. Once eligible, the qualifying 

relative will then be placed on a waitlist with others attempting to immigrate from the same country or region. The family-based 

visa caps stated in the INA limit the number of people who leave the waitlist every year. Once the relative reaches the front of the 

line and are taken off the waitlist, they still must apply for a visa and pass a background check. For more information see 

https://www.law.georgetown.edu/immigration-law-journal/online/a-primer-on-family-reunification-chain-migration/ 
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eliminating the visa lottery.64 As an example of detrimental chain migration, Zoobia Shahnaz, a 

national of Pakistan, entered the United States as the distant relative of a United States citizen. 

On December 14, 2017, he was indicted by DOJ for laundering bitcoin and wiring funds to the 

Islamic State of Iraq and Syria (ISIS). Sayfullo Saipov, a national of Uzbekistan, entered the 

United States in 2010 through the visa lottery program and was arrested October 31, 2017, after 

he used a truck to run down numerous pedestrians on a bike lane on the west side of Manhattan, 

killing eight individuals.65  

Before an applicant is granted any type of visa, DOS consular officers check the 

background in “lookout” databases that draw on TSDB information and other counterterrorism 

information such as the material housed in the NCTC TIDE database. DOS specifically uses the 

Consular Lookout and Support System (CLASS) database 66 and supports the Bureau of Consular 

Affairs for visa and passport issuance assisting decisions and to help establish a person’s 

eligibility for overseas services.67 Aliens entering through the visa waiver program (VWP)68 

have been vetted through the Electronic System for Travel Authorization (ESTA), which checks 

them against the TSDB. In addition, before an international flight bound for the U.S. departs 

from a foreign airport, CBP officers screen the passenger manifest. CBP inspectors also perform 

                                                           
64 The Diversity Immigrant Visa Program (DV Program) makes up to 50,000 immigrant visas available annually, drawn from 

random selection among all entries to individuals who are from countries with low rates of immigration to the United States. The 

DV Program is administered by the U.S. Department of State (DOS). Most lottery winners reside outside the United States and 

immigrate through consular processing and issuance of an immigrant visa. There have calls to eliminate the DV Program in favor 

of a merit-based system. For more information see https://www.uscis.gov/greencard/diversity-visa 
65 National Security Threats-Chain Migration and the Visa Lottery System, The White House (2018), 

https://www.whitehouse.gov/articles/national-security-threats-chain-migration-visa-lottery-system/ (last visited Oct 18, 2018). 
66 The Terrorist Screening Database and Preventing Terrorist Travel, (2016), 

https://crsreports.congress.gov/product/pdf/R/R44678 (last visited Nov 19, 2018). 
67 Consular Lookout and Support System (CLASS), Consular Lookout and Support System (CLASS) (2018), 

https://www.state.gov/documents/organization/242321.pdf (last visited Nov 21, 2018). 
68 The VWP enables most citizens or nationals of participating countries to travel to the US for tourism or business for stays of 

90 days or less without obtaining a visa. Travelers must have a valid Electronic System for Travel Authorization (ESTA) 

approval prior to travel. For more information see https://travel.state.gov/content/travel/en/us-visas/tourism-visit/visa-waiver-

program.html 
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background checks and admissibility reviews at the ports of entry that draw on information from 

the TSDB.69 

 

B. WATCHLISTING CRITICISMS 

The ACLU contends that the watchlisting system is bloated, discriminatory, unfair, and 

labels hundreds of thousands of people as suspected terrorists based on secret evidence without 

sufficient safeguards to ensure that such evidence is credible and accurate. They argue that a vast 

watchlist system not only increases the likelihood that innocent people will be included, but it 

also diverts law enforcement attention away from those who should genuinely be investigated.70 

As an example, the name-based No Fly list gained notoriety after Senator Ted Kennedy revealed 

in 2004 that he was delayed at several airports after being added to the list when another 

passenger on the list used the alias “T. Kennedy.”71 Often, people on watchlists find it difficult to 

determine to which watchlist they have been added or how to receive redress. Figure 1 illustrates 

several ways someone could potentially end up on a watchlist. 

 

                                                           
69 CRS, supra note 66. 
70 What’s Wrong With the Government’s Rules for Watchlisting, Watchlisting Guidance Takeaways, 

https://www.aclu.org/sites/default/files/field_document/watchlisting_guidance_takeaways.pdf (last visited Oct 3, 2018). 
71 Sara Kehaulani Goo, supra note 56. 
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Figure 1: Eight Ways to Become FBI Watchlisted72 

 

VI. DEFINING BIOMETRICS AND PERSONAL INFORMATION 

Earlier it was noted that biometric information can be an important component of terrorist 

information. In order to understand how biometrics are utilized in the tracking and capture of 

terrorists, it is helpful to define related terms. Although there are many related definitions in use 

by DoD and across USG, the most authoritative definition for domestic purposes derives from 

                                                           
72 Samantha Lee & Jeremy Bender, Here's how you can end up on the FBI's watch list - and what it means, Business Insider 

(2017), https://www.businessinsider.com/how-to-be-on-fbi-watch-list-2017-2 (last visited Sep 9, 2018). 
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HSPD 24,73 which refers to “biometrics” as “measurable biological (anatomical and 

physiological) and behavioral characteristics that can be used for automated recognition; 

examples include fingerprint, face, and iris recognition.” 

 Biometrics is also enumerated within the definition of “personal information” found in 32 

CFR § 311.3(g), in the context of “information about an individual that identifies, links, relates, 

or is unique to, or describes him or her, e.g., a social security number; age; military rank; civilian 

grade; marital status; race; salary; home/office phone numbers; other demographic, biometric, 

personnel, medical, and financial information, etc. Such information also is known as personally 

identifiable information (i.e., information which can be used to distinguish or trace an 

individual's identity, such as their name, social security number, date and place of birth, mother's 

maiden name, biometric records, including any other personal information which is linked or 

linkable to a specified individual).”74 

Personal privacy related terms are not standard across states, government agencies, or 

countries, which adds an additional layer of categorical complexity. Examples of this dissonance 

include personal/personally and identifiable/identifying information, sensitive personal 

identifying information, personal data,75 and sensitive personal information.76 A harmonization 

of terms would be beneficial but is unlikely given the existing privacy and data security 

                                                           
73 Homeland Security Presidential Directive (HSPD) 24/National Security Presidential Directive 59, Directive on Biometrics for 

Identification and Screening To Enhance National Security, (June 5, 2008), https://www.govinfo.gov/content/pkg/PPP-2008-

book1/pdf/PPP-2008-book1-doc-pg757.pdf (last visited Sept. 19, 2018). 
74 32 C.F.R. § 311.3.  
75 Defined in EU directive 95/46/EC, for the purposes of the directive. See also GDPR, Art. 9(1) which states “Processing of 

personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, 

and the processing of genetic data, biometric data for the purpose of uniquely identifying a natural person, data concerning health 

or data concerning a natural person’s sex life or sexual orientation shall be prohibited.” 
76 Federal Trace Commission, Protecting Consumer Privacy in an Era of Rapid Change: Recommendations for Businesses and 

Policymakers at 47 n.214 (Mar. 2012). 
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patchwork which includes international law, domestic statutes, executive orders, regulations, and 

state laws in addition to national data protection laws. 

 

VII. DEFENSE-IN-DEPTH 

Defense-in-Depth (DiD) is a strategy adapted from the maritime and information 

technology (IT) domains which has been embraced by USG in a whole-of-government approach 

and has evolved into a driver for the use of biometric data. National Security Presidential 

Directive (NSPD) 41 prescribes a global cross-discipline approach in the maritime domain 

centered on a layered, DiD framework that can adjusted based upon threat level.77 National 

Institute of Standards and Technology (NIST) security and privacy guidance describes an 

information security strategy integrating people, technology, and operations capabilities to 

establish variable barriers across multiple layers and missions of the organization. EO 13800 

mandates a NIST framework for managing agency cybersecurity risk.78 In the IT context, 

requiring adversaries to defeat multiple mechanisms makes it more difficult to successfully 

attack critical information resources (i.e., increases adversary work factor) and also increases the 

likelihood of detection.79 

In the overall national security context generally, DiD is understood to mean pushing the 

borders outward so as to detect and mitigate threats earlier, thereby giving the government more 

time to either craft a response or execute existing response procedures. At the local or installation 

                                                           
77 National Security Presidential Directive 41/Homeland Security Presidential Directive 13, Maritime Security Policy, (Dec. 21, 

2004), https://www.hsdl.org/?view&did=776173 (last visited Dec. 14, 2018). 
78 Exec. Order 13800, Presidential Executive Order on Strengthening the Cybersecurity of Federal Networks and Critical 

Infrastructure, (May 11, 2017), https://www.whitehouse.gov/presidential-actions/presidential-executive-order-strengthening-

cybersecurity-federal-networks-critical-infrastructure/ (last visited Dec. 14, 2018). 
79 NIST Special Publication 800-53, Revision 4, Security and Privacy Controls for Federal Information Systems and 

Organizations, (Apr. 2013), https://csrc.nist.gov/csrc/media/publications/sp/800-53/rev-4/archive/2013-04-30/documents/sp800-

53-rev4-ipd.pdf (last visited Nov. 4, 2018). 
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level, the concept of a layered approach translates to “security in depth,” often through use of 

physical access control systems (PACS). For DoD, access control is designed to restrict or 

control entrance to properties and installations to “only those authorized persons80 and their 

conveyances.” 81 Installation commanders have broad discretion to employ personnel access 

control measures at installation perimeter to enhance security and protection of personnel, 

resources, and installations.82  

The U.S. plans to integrate capabilities from across USG and coordinate with partners 

abroad to prevent terrorists from entering the U.S. This effort begins overseas, ensuring that 

partners “share and use information, such as watchlists, biometric information, and travel data, to 

prevent terrorists and fleeing foreign fighter from traveling to the United States.” The U.S. is also 

modernizing screening and identity intelligence (I2) capabilities to track terrorist travelers and 

prevent the entry of those who support violence and terrorist ideologies.83  

Sometimes terrorists or other malign actor are actively monitored or tracked, but an 

encounter-based approach is the norm for several reasons including resourcing, communication 

issues, and gaps in jurisdictional authority as a person of interest travels, perhaps entering an 

austere environment or a failed nation state willing to harbor him or unaware of his presence. 

The DiD model assumes that, eventually, the individual terrorist or malign actor will present an 

identity (real or assumed) to derive some benefit, such as a social service or access at a border 

crossing. The individual may present a false identity or persona in order to avoid discovery, but 

nation states are becoming more astute with regard to fraud detection through implementation of 

                                                           
80 Such persons may live or work on the installation, be visiting or attending a ceremony, and may or may not require an escort.  
81 Under Secretary of Defense for Intelligence Memorandum, Directive-Type Memorandum (DTM) 09-012, Interim Policy 

Guidance for DoD Physical Access Control (Aug. 23, 2018), 

https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dtm/DTM-09-012.pdf?ver=2018-08-23-074619-957 (last visited 

Dec. 3, 2018). 
82 Id. at 9. 
83 National Strategy for Counterterrorism of the United States of America, supra note 6. 
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biometrics and other technologies. There is no foreseeable expedient replacement for the DiD 

framework, although the “borders” will likely continue to expand, and the frequency of 

encounters will increase as more biometric systems come online and are fully integrated.  

 

VIII. REAL TIME TRACKING MODEL 

Until recently, maintaining positive control of a person of interest (e.g., terrorist) required 

confinement or monitoring by at least one other individual, which is resource intensive. With 

better and cheaper technology, in a dystopic future the entire global population (terrorist or not) 

could one day be tracked in real time through a ubiquitous network of sensors. Such a scenario 

may seem unlikely assuming democratic institutions hold and the populations fail to voluntarily 

embrace the notion. However, out of convenience and perceived need, much of the population 

has already embraced Global Positioning System (GPS) locators on phones which are carried 

nearly everywhere at all times by a growing percentage of the population.84 As more sensors 

(biometric or otherwise) come online and are networked, the frequency of encounters in any 

encounter-based model will increase to near-real time and then eventually real time. The 

technology which could enable this capability—like all technologies—are morally neutral but 

can be implemented for good or ill depending on the regime in control of the technology. China, 

for example, is setting up a “vast surveillance system” to track every single one of its 1.4 billion 

citizens through facial recognition and other means and to feed into a “social credit system” that 

ranks citizens based on their behavior, doling out rewards and punishments accordingly.85 

                                                           
84 The share of Americans who own smartphones is now 77%, up from just 35% in Pew Research Center’s first survey of 

smartphone ownership conducted in 2011. See Pew Research Center report available at http://www.pewinternet.org/fact-

sheet/mobile/ 
85 Alexandra Ma, China is Building a Vast Civilian Surveillance Network: Here are 10 Ways it Could be Feeding its Creepy 

‘Social Credit System, Business Insider, (Apr. 29, 2018), https://www.businessinsider.com/how-china-is-watching-its-citizens-in-

a-modern-surveillance-state-2018-4 (last visited Sept. 18, 2018). 
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IX. IDENTITY IN MODERN SOCIETY 

 Throughout history, individuals and people groups have distinguished themselves from 

one another in many ways including tribal tattoos,86 piercings,87 language, dress, etc. These in 

addition to obvious characteristics such as skin color and height. However, in our modern society 

we can easily cross geographic borders, can intermarry with other races, and may even obtain 

multiple citizenships. In many ways we are less “unique” today than we were in the past. For 

example, trends in fashion and food quickly spread through the help of global mass marketing 

and social media, and English is the de facto universal language,88 especially in the business 

realm. 

 

A. STATE AND PRIVATE SECTOR INTERESTS 

 Individuals might desire to happily and anonymously lives their laissez-faire lives, except 

there are many legitimate reasons one becomes de-anonymized (even unwillingly). Although 

people may look and act a lot alike, everyone is different and possesses different skillsets. In 

other words, people are generally not interchangeable. Governments throughout history have had 

a vested interest in identifying and keeping track of citizens, workers, and others. In the Roman 

Republic, the census was a list that kept track of all adult males fit for military service and was 

                                                           
86 Tattooing has been a global practice since at least Neolithic times, as evidenced by mummified preserved skin, ancient art, and 

the archaeological record. See Deter-Wolf, Aaron (2013). “The Material Culture and Middle Stone Age Origins of Ancient 

Tattooing.” Tattoos and Body Modifications in Antiquity: Proceedings of the sessions at the EAA annual meetings in The Hague 

and Oslo, 2010/11. Zurich Studies in Archaeology. 9. Chronos Verlag. pp. 15–26. 
87 See Szumski, Bonnie (2013). A Cultural History of Body Piercing (Library of Tattoos and Body Piercings (Reference Point)) 

and Kern, Stephen (1975). Anatomy and destiny: a cultural history of the human body. Bobbs-Merrill, Indianapolis. 
88 According to the Max Planck Institute for Psycholinguistics, English is perceived by many people as the universal language 

because of the former influence of the British Empire and the current influence of American political and economic hegemony. 

Max Planck Institute for Psycholinguistics, Questions and Answers, Remembering: A study in experimental and social 

psychology - Max Planck Institute for Psycholinguistics, https://www.mpi.nl/q-a/questions-and-answers/why-is-english-the-

universal-language (last visited Sept. 14, 2018). 
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used by the taxing authorities.89 This practice continued, and today we still have a census in 

addition to selective service numbers90 for military purposes.    

 Use of the Social Security number (SSN) has expanded significantly since its inception in 

1936. Created to track the earnings history of U.S. workers for Social Security entitlement and 

benefit purposes, it has become a nearly universal identifier with over 450 million original SSNs 

issued to nearly every legal resident of the United States.91 While not mandatory, the SSN is 

convenient, and parents need it to claim children as dependents on income tax returns, to open a 

bank account for a child, to get medical coverage, and to apply for government services for the 

child.92 Because the SSN is tied in one way or another to other elements of a person’s identity 

such as bank account and credit card numbers, it is a prime target for identity thieves. It is 

possible but difficult to receive a new SSN. 

  

B. RISK AND MITIGATION 

Many countries are now modernizing their identification databases to include biometric 

identifiers. While supporters argue that biometric identifiers are an efficient way to accurately 

identify people, the Electronic Frontier Foundation (EFF) counters that biometrics are costly, 

prone to error, and present extreme risks to privacy and individual freedom. Once biometric data 

is captured, it frequently flows between government and the private sector. Citizens may be 

                                                           
89 In the Bible, Luke 2:1 recounts that Caesar Augustus issued a decree that a census should be taken of the entire Roman world. 

The Roman census was not popular and, as described, required everyone to return to his home of origin to be counted.  
90 The legislation under which the Selective Service System operates is the Military Selective Service Act, 50 U.S.C. 3801 et seq. 

(formerly 50 U.S.C. App 451 et seq.). “The Selective Service system shall be maintained as an active standby organization...” 

[Sec. 3809 (h), Military Selective Service Act] 
91 Social Security Office of Retirement and Disability Policy, Social Security Bulletin, Vol. 69, No. 2, 2009, The Story of the 

Social Security Number, Carolyn Puckett, (2009), https://www.ssa.gov/policy/docs/ssb/v69n2/v69n2p55.html (last visited Nov. 

16, 2018). 
92 Social Security Administration, Publication No. 05-10023, ICN 454925, Social Security Numbers for Children, (Dec. 2017), 

https://www.ssa.gov/pubs/EN-05-10023.pdf (last visited Nov. 16, 2018). 
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asked for a thumbprint to access e-government services, and geolocation tracking, video 

surveillance, and facial recognition software is enabled by large biometrics collections. 

Authorities justify these biometric initiatives by arguing that biometric identification and 

authentication helps secure borders, verify employment and immigration status, prosecute 

criminals, and combat identity fraud and terrorism. EFF predicts that as facial recognition 

databases become larger and are used by more agencies to identify people, false positives 

(someone being misidentified as the perpetrator of a crime) will become an increasingly serious 

problem. They also say that biometric databases lead to mission creep threat since the data can 

be used for secondary purposes.93 

 In the end, modern governments will attempt to track citizens—one way or the other—in 

order to tax them and conscript them for military service at a minimum (and likely for other 

reasons as well). One solution is to move somewhere without a government or with a very weak 

government that has no tracking inclination or capability. The question is whether many people 

would voluntarily move to such a place—if such a place existed—absent extreme persecution or 

threat thereof. Assuming few people desire to live in places with weak governments that lack 

technology, the next question is whether it is better to live in a modern society with a secure 

efficient tracking system or one prone to error and fraud. Let us imagine someone were required 

to enter his SSN or another unique identifier—which was perhaps recently stolen—in order to 

obtain food or medical care. If given the opportunity, he would rather offer up his biometric 

which he has complete control over, as no one else possesses his own fingerprint or face. 

Literally anyone can write down an SSN (or country equivalent) and begin using it to commit 

fraud.  

                                                           
93 Mandatory National IDs and Biometric Databases, Electronic Frontier Foundation, https://www.eff.org/issues/national-ids (last 

visited Dec 30, 2018). 
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A biometric-based system is a seemingly logical choice for governments seeking a more 

elegant solution for administration of a modern society. It should be noted that once a biometric 

database is attributed or acquires value, it will likely be at increased risk of attack. If the 

biometrics within the database are stolen, liveness detection at the point of verification—perhaps 

in combination with multifactor authentication—could be employed.  

 Of course, once the biometrics have been collected for civil management, it is easy to 

check against a criminal or terrorist database, even though that is not the purpose for which they 

were originally collected. The U.S. has certain safeguards,94 but not all countries do. Even in 

benevolent well-functioning regimes, social compacts are broken all the time, so we should not 

be surprised when biometric databases are misused with serious or even deadly consequences. 

Much depends upon the government or entity who controls the database. After all, someone must 

decide which person is a “terrorist” and should go into the terrorist database. This nomination 

and adjudication process is what citizens should be most concerned with rather than fearing their 

information might be collected and shared in a secure manner for legitimate ends.  

   

X. BIOMETRIC ENCOUNTERS AND IDENTIFICATION 

Although one system could contain and process all records and operate under joint authority, 

the U.S. and many other countries have separate civil and criminal records as well as civil and 

military databases. Technology is agnostic regarding what data resides within it. Political 

pressures reflected in policy determine which data resides where and under what authority. 

 

                                                           
94 Mechanisms include public notice and various forms of redress. System or records notices (SORN) are published in the 

Federal Register and include contact information for the system owner and redress procedures if a member of the public feels his 

data has been misused. 



28 
 

A. CIVILIAN ENCOUNTERS 

Biometric encounters occur when someone applies for a benefit, crosses a border, is stopped 

at a checkpoint, is apprehended between ports of entry, is interdicted in coastal waters, etc. Each 

encounter makes up the history of a person.95 Individual biometric collection which creates this 

history begins in the delivery room. Consider that facial images are the most common and 

familiar of all biometric data, and newborn baby pictures may be viewed in a different light. 

Footprints are also taken at birth are were occasionally used to identify babies before RFID 

wristbands came into wide use in maternity wards. In addition to face and footprint, the DNA of 

virtually every newborn in the U.S. is collected to screen for certain genetic and other disorders, 

without and express parental permission in some states. To collect the DNA sample, medical 

personnel prick the newborn’s heel and place a few drops of blood on a card. According to the 

American Civil Liberties Union, it is increasingly common for states to hold onto these samples 

for years, even permanently, to be later used for unrelated purposes such as scientific research.96  

Throughout one’s life, pictures are taken for school yearbooks and IDs for both school and 

work. Fingerprint-based background investigations are required for a variety of occupations. 

Entering a store or walking down the street where a surveillance video has been installed could 

mean that an individual’s image resides indefinitely on a server somewhere. Some commentators 

suggest video surveillance represents a new Panopticon97in which prisoners' behavior could be 

controlled through the knowledge that their every action was being observed. 

                                                           
95 Department of Homeland Security, Biometrics Strategic Framework 2015 – 2025, Ver. 1.0, (June 9, 2015), 

https://www.hsdl.org/?view&did=786880 (last visited Sept. 19, 2018). 
96 Newborn DNA Banking, American Civil Liberties Union, https://www.aclu.org/other/newborn-dna-banking (last visited Dec. 

5, 2018) 
97 Christopher S. Milligan, Note, Facial Recognition Technology, Video Surveillance, and Privacy, 9 S. Cal. Interdisc. L.J. 295, 

318-21, 327 (1999). 
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In total, the biometrics material collected from individuals in a modern society if massive and 

pervasive. Fingerprints can even be used by law enforcement after death for unlocking unlock a 

smart device since individuals lose privacy interests in their own body after death. An early 

publicized case in 2016 when an FBI agent unsuccessfully tried to access an iPhone recovered 

from Abdul Razak Ali Artan, a slain Somali refugee accused of conducting a terrorist attack at 

Ohio State University. More recently authorities have used the practice to unlock the phones of 

fatal drug overdose victims while searching for the identities of their dealers.98   

 

B. MILITARY ENCOUNTERS 

A biometric encounter involving the military occurs when a biometric sample is captured 

from an individual or a latent biometric sample is collected.99 The collection may be voluntary or 

involuntary. The first encounter when an individual is enrolled may not yield meaningful results 

(or matches) unless this individual’s biometric already resides within a database. However, a 

record of subsequent encounters can inform an intelligence analyst or law enforcement official 

for purposes of interrogation (e.g., “Have you ever been to Saudi Arabia?”) or lead generation. 

Biometric enrollment is the foundational function of any biometric capability and is the act of 

creating and storing a biometric data record in accordance with an enrollment policy. It can then 

be used to biometrically link an event record (biographic and situational information) to an 

individual. It also occurs when a latent biometric sample is digitized for matching against a 

biometric database. Latent biometric samples are developed through technical exploitation and 

subsequent forensic processes which are used to recover latent fingerprints or DNA from various 

                                                           
98 Andrew Blake, Police routinely using dead people's fingerprints to access iPhones: Report, The Washington Times, (Mar. 24, 

2018), https://www.washingtontimes.com/news/2018/mar/24/police-routinely-using-dead-peoples-fingerprints-a/ (last visited 

Oct. 15, 2018). 
99 DoD Biometrics Enterprise Architecture (Integrated) Ver. 2.0 Common Biometric Vocabulary (CBV), Defense Forensics and 

Biometrics Agency, http://www.dfba.mil/documents/common_biometric_vocabulary.pdf, (last visited Nov. 7, 2018) 
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items. As the foundation of any biometric identification system, the quality of an enrollment and 

association to accurate contextual information affects its usefulness.100  

A biometric file is the standardized individual data set resulting from a collection action 

that consists of both a biometric sample and contextual data.101 A one-to-many process in which 

a biometric sample is compared against all records in a biometric repository or system of 

repositories to find and return the biometric reference identifier attributable to a single individual 

is referred to as “biometric identification.” The file is used to associate an individual with 

previously collected biographic and situational information and is accomplished through the 

matching and analysis of biometric enrollments and associated biographic and situational 

information to determine the identity and activity of an individual. Its primary purpose is to 

identify anonymous threat personnel.  

 

XI. BIOMETRIC TRAITS AND MODALITIES 

The choice of a biometric trait or traits depends on the application. Because biometric 

systems use sensed traits to recognize an individual, privacy, legal, and sociological factors are 

involved in all applications. Biometrics therefore reside at the intersection of biology and the 

behavioral, social, and computer sciences. There are various biometric traits a human being 

possesses which can be used in a particular system. Physical modalities are related to the shape 

of the body. These include fingerprint, iris, hand geometry, face, retina, ear shape, DNA, etc. 

Behavioral modalities are related to human behavior that may change over time, like signature, 

                                                           
100 Allied Intelligence Publication 15, Countering Threat Anonymity: Biometrics in Support of NATO Operations and 

Intelligence, Ed. A, Ver. 1, (Feb. 2016). 
101 DoD Capstone Concept of Operations for Employing Biometrics in Military Operations (2012), 

http://www.dfba.mil/documents/collaborations/DOD_Capstone_Concept_of_Operations_Biometrics_Mil_Ops.pdf (last visited 

Nov. 8, 2018) 
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typing rhythm, etc.102 There are also systems which use a combination of both. The most 

common traits in use by USG and DoD are discussed here. 

  

A. FINGERPRINTS 

Fingerprints have traditionally been used for positive identification of criminals and are 

equally effective for terrorists in most cases, depending upon the system’s ability to make 

meaningful matches. A matching capability is important for all biometric modalities but is 

highlighted here because many regimes around the world are already accustomed to collecting 

prints and identifying individuals based upon the uniqueness of the fingerprint, so the collective 

learning curve would not be as steep. In addition, criminal files (including fingerprint cards) may 

already exist and are at least a starting point from which to build a national database.  

A robust capability for the positive identification of terrorists and other persons of 

interest requires that a particular collection device be connected (either locally or remotely) to a 

database with the ability to quickly and accurately identify an individual by comparing the 

individual’s fingerprints against a dataset of “knowns.” The DoD,103 FBI, and DHS operate three 

such databases containing fingerprints, referred to collectively as the “Triad” (see Figure 2) 

Repositories also contains “unknowns,” or prints previously collected but not bound to a 

particular known individual. These latent prints104 can tie crimes or terrorist acts together and 

eventually be tied to an individual upon encounter.  

                                                           
102 Kaur et al., International Journal of Advanced Research in Computer Science and Software Engineering 4(4), 

(Apr. 2014), pp. 603-613. 
103 DoD Automated Biometric Identification System (DoD ABIS) was fielded to the Biometrics Identity Management Agency 

(BIMA) (now DFBA) in January 2009 as a quick reaction capability (QRC) to support storing, matching, and sharing of collected 

biometric data primarily obtained during Operation Iraqi Freedom and Operation Enduring Freedom.  (Source: Office of the 

Secretary of Defense FY 2013 Report, Army Programs, DoD Automated Biometric Identification System (ABIS)) 
104 National Science and Technology Council, Achieving Interoperability for Latent Fingerprint Identification in the United 

States, April 2015. Available at 

https://obamawhitehouse.archives.gov/sites/default/files/microsites/ostp/NSTC/latent_fingerprint_report_may_2015.pdf 
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Figure 2: The Biometric “Triad” of Interagency Data Sharing105 

 

 

 

 

                                                           
105 DHS Biometric Screening, Department of Homeland Security, Office of Biometric Identity Management, National Protection 

and Programs Directorate, (Sept. 22, 2015). Presented at the annual Armed Forces Communications & Electronics Association 

(AFCEA) conference and available online at https://www.afcea.org/events/documents/Nemeth22Sep1630.pdf  
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B. FACE 

Facial recognition is an innate human function dating back to the dawn of man, and 

USG—DoD in particular—aggressively seeks to enhance this capability106 in order to further 

national security goals.107 The current form involves complex algorithms that measure the size, 

angle, and distance between facial features for purposes of identification. Facial recognition 

technology (FRT) is a useful tool which can more easily identify individuals at a distance (aka 

“standoff capability”) unlike other kinds of biometrics such as fingerprints. Standoff collection is 

important to the DiD concept of identifying terrorists well in advance of attempted entry to an 

installation, for example. Better to identify a would-be suicide bomber 100 meters out, if 

possible, using FRT (or even binoculars) than wait and collect his prints at a checkpoint or 

enrollment station where he would have an opportunity to detonate his explosive belt and injure 

or kill the screener. While military application of FRT keeps our Soldiers and Marines safe at 

forward operating bases, domestic use is generating concerns regarding the public nature of 

(previously) private data. 

Privacy advocacy organizations, some government agencies, and others have expressed 

concern that the widespread use of FRT could provide the ability to identify someone in public 

without his or her knowledge or consent and to track this person’s locations, movements, and 

associations. Other stakeholders disagree that exploiting biometrics, including face, presents new 

                                                           
106 The accuracy of facial recognition algorithms in use by USG has surpassed humans since at least 2006. See Alice J. Otoole, 

P. Jonathon Phillips & Abhijit Narvekar, Humans versus algorithms: Comparisons from the Face Recognition Vendor Test 2006, 

2008 8th IEEE International Conference on Automatic Face & Gesture Recognition (2008), 

https://www.nist.gov/sites/default/files/documents/2016/12/14/facerecognitionalgorithmssurpasshumans.pdf.  
107 Examples include domestic passport and border control, positive identification of returning foreign terrorist fighters (FTF) 

abroad, and screening and vetting of visa applicants at U.S. embassies abroad.   
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or unusual privacy risks and note that individuals should not expect anonymity in public and that 

loss of privacy is offset by the benefits such technology offers.108  

Biometric exit is a DHS program that employs biometric data to verify identities as 

travelers leave the country. The Georgetown Law Center on Privacy & Technology issued a 

report in 2017 focused on FRT which spurred an oversight letter from Senators Mike Lee (R.-

Utah) and Ed Markey (D.-Mass.) calling on DHS to justify various aspects of its program. The 

report recommended scrapping—or at least reforming—the expensive system and highlighted 

additional areas of concern including legal authority. The report noted that DHS initially tried to 

use a fingerprint-based verification system which led to disrupted traveler flow and proved to be 

time and labor intensive and ultimately opted for facial recognition.109 

Unlike fingerprints which usually must be physically collected, facial images are publicly 

available anytime someone walks down the street, for example. Yet, from a privacy perspective, 

a facial image is categorized as a biometric (and therefore PII) the same as fingerprint, DNA, or 

any other collected modality. One could argue that the face is the least private of all the 

biometric modalities. Facial images are easily collected, digitally in most cases, widely used and 

accepted in both the civil and criminal context, and are easily shared and stored. Facial matching 

algorithms are becoming faster and more accurate, systems are becoming less expensive, and this 

modality will likely remain popular and even grow in popularity in part due to the availability of 

large datasets for testing and evaluation. As NIST points out, a common challenge for 

researchers is that there is too little data available to adequately develop and test new 

                                                           
108 Alicia Puente Cackley, Jason Bromberg & José R. Peña, Facial Recognition Technology: Commercial Uses, Privacy Issues, 

and Applicable Federal Law Facial Recognition Technology: Commercial Uses, Privacy Issues, and Applicable Federal Law 

(2015), https://www.gao.gov/assets/680/671764.pdf (last visited Oct 12, 2018). 
109 Harrison Rudolph, Laura M. Moy & Alvaro M. Bedoya, Not Ready for Takeoff: Face Scans at Airport Departure Gates Not 

Ready for Takeoff: Face Scans at Airport Departure Gates (2017), 

https://www.airportfacescans.com/sites/default/files/Biometrics Report Not_Ready For Takeoff.pdf (last visited Nov 13, 2018). 
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algorithms.110 This is where regimes like China have an advantage over the U.S., because 

companies involved in the development of sensors and algorithms have access to more data and 

need not be concerned with privacy rights of the individual. 

Scholars argue that government and private sector expansion of infrastructure 

surveillance is at odds with privacy doctrine built on seclusion. In other words, ubiquitous 

transparency destroys and reasonable expectation of privacy. Privacy law and society are 

currently in a state of confusion regarding the appropriate treatment of publicly available 

personal information.111 Lawmakers must eventually decide what to do as more and more 

information is becoming “public” but is still legally treated as “private.” The face is the best 

example currently, but other traits may become “public” in the future. 

  

C. IRIS 

 The iris is a muscle within the eye that regulates the size of the pupil, controlling the 

amount of light that enters the eye. Iris recognition is the process of recognizing a person by 

analyzing the random pattern of the iris.112 Although nation states have chosen fingerprints and 

face as their primary modalities for the conduct of official business, iris is growing in popularity 

for several reasons. It is contactless, meaning a person does not need to physically touch a platen 

and risk disease transmission. Iris collection is also viewed as the least intrusive modality in 

many predominantly Muslim countries because the eyes are generally already exposed. In some 

                                                           
110 NIST efforts are detailed in NISTIR 7204. Available at: https://www.gpo.gov/fdsys/pkg/GOVPUB-C13-

1ba4778e3b87bdd6ce660349317d3263/pdf/GOVPUB-C13-1ba4778e3b87bdd6ce660349317d3263.pdf 
111 Joel R. Reidenberg, Privacy in Public, 69 U. Miami L. Rev. 141 (2014). Available at: 

http://repository.law.miami.edu/umlr/vol69/iss1/6 
112 Modalities, FBI (2013), https://www.fbi.gov/services/cjis/fingerprints-and-other-biometrics/biometric-center-of-

excellence/modalities (last visited Dec 16, 2018). 
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ways iris could be viewed as a subset of face in that high quality digital cameras can capture both 

face and iris at the same time, a capability called “dual capture.” 

 

D. DNA 

 While deoxyribonucleic acid (DNA) is used in the national security context for positive 

identification of an individual or his remains during personnel recovery113 missions, there is no 

real-time matching capability114 which could be readily employed at an airport, for example, due 

to the nature of DNA and the methods in which it is analyzed. While not useful for terrorist 

tracking, per se, it is possible to tell when an individual has been in a particular vehicle or 

dwelling, for example, and these incidents or encounters can be linked in an intelligence report.  

 

XII. PERMISSIVE VERSUS NON-PERMISSIVE ENVIRONMENTS 

In the military context, a permissive environment is an “operational environment in 

which host country military and law enforcement agencies have control, as well as the intent and 

capability to assist operations that a unit intends to conduct.”115 This has been the rule rather than 

exception in recent conflicts in which biometrics (to include face) have been collected on a large 

scale, such as in Iraq and Afghanistan. While the DoD seeks to collect as many modalities as 

possible (e.g, face, finger, iris, DNA) for potential future use,116 various operational 

                                                           
113 See Allied Joint Publication 3.7, Allied Joint Doctrine for Recovery of Personnel in a Hostile Environment, Ed. A, Ver. 1, 

(Feb. 2016); Department of Defense Directive 3002.01, Personnel Recovery in the Department of Defense, (Apr. 16, 2009), 

Incorporating Change 2, (May 24, 2017); Army Regulation 525-28, Personnel Recovery, (Mar. 5, 2010). 
114 Interview with Yvette Crandall, Special Operations Command Identity Operations Manager, (Sept. 24, 2018). 
115 Joint Publication 3-0, Joint Operations, Publications (2018), 

http://www.jcs.mil/Portals/36/Documents/Doctrine/pubs/jp3_0ch1.pdf?ver=2018-11-27-160457-910 (last visited Nov. 1, 2018). 
116 Future uses for previously collected biometrics include counterterrorism, law enforcement and mission partner sharing. 
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constraints117 may hamper enrollment and limit118 collection. USG often works with host 

governments to establish rule of law and sometimes shares biometrics according to negotiated 

agreements.119 A nation may be starting from zero because official records have been destroyed 

during a conflict or regime change. The prevalence of political prisoners120 under a previous 

regime may result in dubious criminal records. Redress for records inquiry and correction may 

also be unavailable or limited in many countries. While the law of armed conflict (LOAC) and 

other authorities may allow for relatively more permissive collection in a theater of war during 

combat operations, domestic peacetime collections entail more legalities and greater oversight.  

 

XIII. DOMESTIC ACTIVITIES  

 There may be times when the U.S. military might be called upon to conduct identity 

activities domestically, although in normal peacetime this would be by exception and subject to 

rigorous oversight. Commanders who might authorize such activities realize that crises are 

temporary and that there may be investigations after the fact. In order to get that next promotion, 

it is important to be on the right side of history, and extreme civil rights abuses would surely 

derail any chance of a subsequent appointment requiring Senate confirmation. 

 

 

 

 

                                                           
117 Operational constraints may include length of time on a target and the weight or inconvenience of the collection equipment, 

especially for those approaching a target on foot. 
118 Limits on collection include partial fingerprint (e.g., two prints) as opposed to a full 10-print enrollment and may involve a 

tradeoff between data quality and quantity (i.e., device storage capability).  
119 An example of such an agreement would be a Memorandum of Cooperation (MOC) or Memorandum of Agreement (MOA). 
120 Iraq: Systematic Torture of Political Prisoners, (2001), 

https://www.amnesty.org/download/Documents/128000/mde140082001en.pdf (last visited Oct. 20, 2018). 
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A. DEFENSE SUPPORT TO CIVIL AUTHORITIES 

 In an effort to thwart terrorist activities at home, the military is sometimes called upon to 

assist in domestic matters, and identity activities is one aspect of such support.121 Defense 

Support to Civil Authorities (DSCA) is support provided by military forces in coordination with 

governors of affected states who request to use forces in Title 32 status122 in response to a 

request for assistance (RFA) from civil authorities for domestic emergencies, law enforcement 

support, and other domestic activities, or from qualifying entities for special events. DSCA 

includes support to prepare, prevent, protect, respond, and recover from domestic incidents 

including terrorist attacks, major disasters (both natural and man-made), and planned domestic 

special events.123  

Control and authority over DoD forces and capabilities are maintained by the President, 

as Commander-in-Chief, through the Secretary of Defense (SecDef) and the chain of command 

as established by law.  Military units tasked to support civil authorities during domestic disasters 

enable rapid and effective response operations that limit loss of life, mitigate suffering, and 

curtail further significant property damage.124 The challenge remains with regard to execution of 

relief operations and integration of military and civil capabilities within a disaster-stricken 

operating environment with little intact infrastructure remaining. When emergency conditions 

                                                           
121 “[I]dentity activities provide essential information, assessments, and estimates to enhance military activities that protect 

personnel, facilities, and equipment; provide security for vulnerable populations, resources, critical infrastructure, and cultural 

properties; and support the establishment of rule of law and legitimate and stable governance structures. When required, identity 

activities can prove instrumental in accounting for and tracking displaced persons, aid, and resources over time and space…” 

Joint Doctrine Note 2-16, Identity Activities, Joint Doctrine Note 2-16, Identity Activities (2016), 

http://www.jcs.mil/Portals/36/Documents/Doctrine/jdn_jg/jdn2_16.pdf (last visited Nov 17, 2018). 
122 Service under Title 32, U.S. Code. National Guard Soldiers serving under Title 32, U.S. Code, are federally funded yet remain 

commanded and controlled by state authorities. See Operational Law Handbook, Operational Law Handbook (2015), 

http://www.loc.gov/rr/frd/Military_Law/pdf/operational-law-handbook_2015.pdf (last visited Oct 15, 2018). 
123 Joint Publication 3-23, Defense Support to Civil Authorities, (July 31, 2013), 

http://www.jcs.mil/Portals/36/Documents/Doctrine/pubs/jp3_28.pdf (last visited Nov. 19, 2018) 
124 Joint Staff, Joint Officer Handbook (JOH): Staffing and Action Guide (2011), 

http://www.au.af.mil/au/awc/awcgate/dod/joh_aug2011.pdf (last visited Dec 6, 2018). 
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dictate, and when time does not permit approval from higher headquarters, local military 

commanders and responsible DoD component officials are authorized to respond to requests 

from local authorities and to initiate immediate response actions to save lives, prevent human 

suffering, or mitigate great property damage under imminently serious conditions.125 

The federal government is sometimes authorized to assist state and local governments to 

alleviate the suffering and damage caused by disasters. Such a “Stafford Act”126 incident is one 

in which state and local authorities declare a state of emergency and request federal assistance. 

This type of emergency is an incident of national significance for which the Stafford Act 

establishes programs and processes for the Federal Government to provide major disaster and 

emergency assistance to states, local governments, tribal nations, individuals, and qualified 

private nonprofit organizations. 

Civilian control of the military has been held as an important historical tenet in the U.S. 

as other societies have fallen to internal military coups, although some scholars have argued that 

civilian control of America's sizeable military is slowly eroding.127 Military involvement in 

domestic affairs has historically been contentious and resulted in annual military appropriations 

intended to alleviate concerns regarding a standing army referenced in Article 1, Section 8, 

Clause 12 of the Constitution. The Posse Comitatus Act (PCA),128 as amended, limits direct 

military participation in civilian law enforcement activities unless it is authorized by U.S. statute 

or the U.S. Constitution. However, there are numerous exceptions to the Act that allow for 

                                                           
125 Joint Staff, supra note 124. 
126 The Robert T. Stafford Disaster Relief and Emergency Assistance Act (Public Law 93-288) (Title 42 U.S. Code, Section 

5121) Requests for DoD assistance may occur under Stafford Act or non-Stafford Act conditions. 
127 Charles J. Dunlap, Welcome to the Junta: The Erosion of the Civilian Control of the U.S. Military, Wake Forest Law Review, 

Volume 29, Number 2, (1994), https://scholarship.law.duke.edu/cgi/viewcontent.cgi?article=5204&context=faculty_scholarship 

(last visited Sept. 25, 2018) 
128 18 U.S. Code § 1385. The Act prohibited the use of the military to aid civil authorities in enforcing the law or suppressing 

civil disturbances unless expressly ordered to do so by the President. 
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military support of civilian law enforcement agencies.129 The Posse Comitatus Act was 

supplemented by the Privacy Act of 1974.  

Posse Comitatus130 is a perennial issue often raised whenever troops are observed 

searching bags at large sporting events, training at DUI checkpoints, assisting at the Southwest 

Border, etc. However, there are several Posse Comitatus exceptions including the following:  1) 

National Guard forces operating under the state authority of Title 32 (state rather than federal 

service); 2) pursuant to the presidential power to quell domestic violence; 3) aerial photographic 

and visual search and surveillance by military; 4) a drug exception created by Congress; 5) Judge 

Advocates acting as a special assistant prosecutors while retaining a dual role participating in the 

investigation, presentation to the grand jury, and prosecution; and 6) the Coast Guard during 

peacetime.131 A PCA violation might occur when the military performs tasks assigned to civil 

government or assigned to it for solely civilian government purposes.132  

 

B. NATIONAL SPECIAL SECURITY EVENTS 

National events of a high-profile nature may be a target of adversaries. The Secretary of 

Homeland Security, in consultation with the National Security Council (NSC), may designate 

certain public events (e.g., the Olympic Games or the presidential inauguration) as NSSEs. 133 

                                                           
129 DoD Manual 3025.01, Volume 3, Defense Support of Civil Authorities: Pre-planned DoD Support of Law Enforcement 

Agencies, Special Events, Community Engagements, and other non-DoD Entities, DoD Manual 3025.01, Volume 3, Defense 

Support of Civil Authorities: Pre-planned DoD Support of Law Enforcement Agencies, Special Events, Community 

Engagements, and other non-DoD Entities (2016), 

https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodm/302501_vol03.pdf (last visited Oct 8, 2018). 
130 Black’s Law Dictionary defines Posse Comitatus as “The power or force of the county. The entire population of a county 

above the age of fifteen, which a sheriff may summon to his assistance in certain cases as to aid him in keeping the peace, in 

pursuing and arresting felons, etc.” 
131 Preparing the U.S. Army for Homeland Security, Overview of the Posse Comitatus Act (Appendix D), 

https://www.rand.org/content/dam/rand/pubs/monograph_reports/MR1251/MR1251.AppD.pdf (last visited Dec 12, 2018). 
132 Charles Doyl & Jennifer K. Elsea, Cong. Research Serv., R42659, The Posse Comitatus Act and Related Matters: The Use of 

the Military to Execute Civilian Law, at Summary (2012), http://www.fas.org/sgp/crs/natsec/R42659.pdf 
133 NSSEs are significant domestic or international events which, by virtue of their profile or status, represent a significant target, 

and warrant additional preparation, planning, and mitigation efforts. They are Incidents of National Significance as defined by the 

National Response Plan. (U.S. Department of Justice, Office of Community Oriented Policing Services, Planning and Managing 
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Once so designated, an event becomes the focal point for interagency planning, and the primary 

agency may request support from DoD.134 

By Presidential directive,135 the U.S. Secret Service (USSS) is the lead agency for the 

design and implementation of the operational security plan for NSSEs, the Federal Bureau of 

Investigation (FBI) is the lead federal agency for crisis management, counterterrorism (CT), 

hostage rescue, and intelligence, and the Federal Emergency Management Agency (FEMA) is 

the lead federal agency for consequence management (response and recovery operations).136 It 

should be noted that DoD support of civilian law enforcement agencies is closely monitored 

from both within and outside DoD.137   

 

XIV. OPERATIONAL IDENTITY ACTIVITIES AND INTELLIGENCE  

DoD describes identity activities (IA) as a collection of functions and actions that 

appropriately recognize and characterize an entity from another entity to support decision 

making. Activities include the collection (as well as processing and exploitation) of identity 

attributes and captured materials, all-source analytic efforts, and production and dissemination of 

I2 products to inform policy and strategy development, operational planning and assessment, and 

                                                           
Security for Major Special Events: Guidelines for Law Enforcement, by Edward Connors, (March 2007), 

http://www.ilj.org/publications/docs/Managing_Security_for_Major_Special_Events.pdf, (last visited Sept. 18, 2018) 
134 Joint Chiefs of Staff, Joint Publication 3-08, Interorganizational Cooperation, (Oct. 18, 2017), 

http://www.jcs.mil/Portals/36/Documents/Doctrine/pubs/jp3_08pa.pdf?ver=2018-02-08-091414-467 (last visited 23 November 

2018) 
135 Presidential Decision Directive (PDD) 62, “Protection Against Unconventional Threats to the Homeland and Americans 

Overseas,” established a framework for federal department and agency counterterrorism programs, which addressed terrorist 

apprehension and prosecution, increased transportation security, enhanced emergency response, and enhanced cybersecurity. 

PDD 62 also designated specific federal departments and agencies as the “lead” agencies in the event of terrorist attacks. The 

U.S. Secret Service (USSS) was designated as the lead agency with the leadership role in the planning, implementation, and 

coordination of operational security for events of national significance — as designated by the President. 
136 U.S. Department of Justice, Office of Community Oriented Policing Services, Planning and Managing Security for Major 

Special Events: Guidelines for Law Enforcement, by Edward Connors, (March 2007), 

http://www.ilj.org/publications/docs/Managing_Security_for_Major_Special_Events.pdf (last visited Nov. 15, 2018) 
137 Department of Defense, supra note 129. 
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appropriate action at the point of encounter.138 IA help inform a military commander by 

providing a greater understanding of the adversary, capabilities and capacities, facilitation 

networks and support structures, and key threat personnel. IA provide robust, scalable, and 

sharable mechanisms to map and monitor the human terrain (both within the physical domains 

and the information environment) and identify network nodes and centers of gravity. Similarly, 

IA provide a rational means of assessing operational effectiveness by monitoring the resilience 

of threat networks after an attack or maneuver. In general, IA provides greater situational 

awareness of the operational environment (OE).139  

I2 operations combine the synchronized application of biometrics, forensics, and 

document and media exploitation (DOMEX) capabilities with intelligence and identity 

management processes to establish identity, affiliations, and authorizations in order to deny 

anonymity to the adversary and protect U.S. and partner nation assets, facilities, and forces. The 

I2 operations process results in discovery of true identities, links identities to events, locations 

and networks, and reveals hostile intent. These outputs enable tasks, missions, and actions that 

span the range of military operations.140 There is debate whether I2 is a subset of IA or a separate 

discipline, and this decision will dictate structure and resources allocation. 

DoDD 8521.01E141 outlines responsibilities and procedures for the collection, storage, 

and use of biometric data by the DoD, much of which is for operational purposes. This policy 

includes procedures to maximize interoperability and effectiveness, while also considering 

privacy implications related to the collection and storage of biometric data.  

                                                           
138 Department of Defense Directive 8521.01E, DoD Biometrics, (Oct. 15, 2018), 

https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodd/852101E.pdf?ver=2018-10-23-074803-980 (last visited Oct. 

17, 2018) 
139 Joint Doctrine Note 2-16, supra note 121.  
140 Joint Publication 2-0, Joint Intelligence, (Oct. 22, 2013), http://www.jcs.mil/Portals/36/Documents/Doctrine/pubs/jp2_0.pdf 

(last visited Nov. 18, 2018) 
141 DoDD 8521.01E, supra note138. 
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XV. INTERNATIONAL COUNTERTERRORISM EFFORTS 

International organizations often look to the U.S. for leadership in CT matters.  European 

nations especially have been reluctant to share biometrics among themselves or even internally, 

but this is changing. A key finding in a recent EU report on fundamental rights142 noted that IT 

systems set up for asylum and migration management are increasingly also serving internal 

security purposes like prevention of serious crime and terrorism. The report noted that these 

systems increasingly rely on biometric data like fingerprints and facial images to connect the 

individual to the information stored. Sharing within the EU is an improvement but sharing with 

the U.S. is necessary to maximize overall CT efforts.  

 

A. THE SNOWDEN EFFECT 

Unfortunately, CT efforts were at least temporarily hampered by revelations contained in 

Edward Snowden’s trove of as many as 1.5 million files143 beginning in 2013, only a fraction of 

which have been released to date. Sources and partner nations will be less inclined to work with 

USG if, for example, it is later revealed in a leaked document that they received money or 

assistance from the Central Intelligence Agency (CIA). In many cases, journalists have chosen 

not to publish the documents because they would endanger the reputation or privacy rights of 

those involved or expose “legitimate” surveillance programs.144 But should it be up to journalists 

to decide which programs should remain classified for the protection of the United States? A 

                                                           
142 European Union Agency for Fundamental Rights, Under Watchful Eyes: Biometrics, EU IT Systems and Fundamental 

Rights, (Mar. 2018), http://fra.europa.eu/en/publication/2018/biometrics-rights-protection (last visited Sept. 7, 2018). 
143 Paul Szoldra, This is everything Edward Snowden revealed in one year of unprecedented top-secret leaks, Business Insider, 

(Sep. 16, 2016), https://www.businessinsider.com/snowden-leaks-timeline-2016-9, (last visited Oct 19, 2018) 
144 Deb Riechmann, 5 Years On, U.S. Government Still Counting Snowden Leak Costs, (June 3, 2018), 

https://www.businessinsider.com/ap-5-years-on-us-government-still-counting-snowden-leak-costs-2018-6 (last visited Sept. 24, 

2018). 
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journalist's decision to publish classified information does not establish its harmlessness. After 

all, the journalist may be wrong, notes Conor Friedersdorf of the The Atlantic.145 

As Der Spiegel points out, such electronic eavesdropping on EU partners contravenes 

both the diplomatic code and international agreements such as the Convention on the Privileges 

and Immunities of the United Nations of 1946, the Vienna Convention on Diplomatic Relations 

of 1961, and a 1947 US-UN agreement that rules out all undercover operations.146 In response to 

the Snowden revelations and related reports, in 2014 the European Parliament issued a press 

release which stated, in part, that “The fight against terrorism can never justify secret and illegal 

mass surveillance.”147 German-U.S. ties were severely strained when allegations of NSA phone-

tapping came out that involved German Chancellor Angela Merkel, who later decried “spying 

between friends.” The furor over U.S. surveillance led to Germany's expulsion of a top CIA 

official from Berlin in July 2014. This despite the fact that Germany is particularly dependent on 

U.S. capabilities for tracking al-Qaeda and other terrorist groups and the thousands of EU 

citizens who have traveled to Syria to fight alongside Islamist militants in that country’s civil 

war.148 

 

 

                                                           
145 Conor Friedersdorf, Why It Shouldn't Be Criminal to Report Government Secrets The Atlantic (2014), 

https://www.theatlantic.com/politics/archive/2014/06/the-pointlessness-of-prosecuting-journalists-who-publish-leaks/372381/ 

(last visited Dec 18, 2018). 
146 Laura Poitras, Marcel Rosenbach & Holger Stark, Codename 'Apalachee': How America Spies on Europe and the UN – 

Spiegel Online - International Spiegel Online (2013), http://www.spiegel.de/international/world/secret-nsa-documents-show-

how-the-us-spies-on-europe-and-the-un-a-918625.html (last visited Dec 20, 2018). 
147 U.S. NSA: Stop Mass Surveillance Now or Face Consequences, MEPs Say, (2014), 

http://www.europarl.europa.eu/news/en/press-room/20140307IPR38203/us-nsa-stop-mass-surveillance-now-or-face-

consequences-meps-say (last visited Dec. 19, 2018). 
148 Greg Miller & Stephanie Kirchner, Germany orders CIA station chief to leave over spying allegations, Washington Post, (July 

10, 2014), https://www.washingtonpost.com/world/europe/germany-expels-us-intelligence-station-chief-over-spying-

allegations/2014/07/10/dc60b1f0-083c-11e4-8a6a-19355c7e870a_story.html?utm_term=.2ed4e3d2e80c (last visited Nov. 13, 

2018). 
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B. UNITED NATIONS AND NATO EFFORTS 

The U.N. Security Council often authorizes NATO’s use of force.149 For its part, NATO 

has recognized that terrorism, in all its forms and manifestations, poses a direct threat to the 

security of member nations and to international stability and prosperity more broadly. While 

nations retain the primary responsibility for their domestic security and their own resilience, 

NATO adds value in complementarity with wider international efforts in accordance with 

international law and the purposes and principles of the United Nations Charter.150 NATO’s 

approach to terrorism and its causes uphold relevant UNSCRs on the fight against terrorism. This 

biometric data policy, consistent with applicable national and international law and subject to 

national requirements and restrictions, further supports NATO’s ability to identify returning 

foreign terrorist fighters (FTF) and other threat actors in compliance with UNSCR 2396. 

NATO’s capacity building and other partnership activities help partner countries fight terrorism 

themselves while denying terrorists safe haven, which in turn strengthens their own security.151  

The United Nations Security Council has recognized the unique capabilities of biometrics 

in the context of countering FTFs. In December 2017, the Security Council adopted resolution 

2396 (2017), updating resolution 2178 (2014) and highlighting the issue of returnees and 

relocators and the use of biometric data. Member States bordering conflict zones experience 

ongoing challenges in identifying individuals as FTFs, returnees, relocators, or listed 

                                                           
149 Two competing perspectives have emerged with regard to NATO authorization. The French perspective is that the U.N. 

Security Council has the primary role in authorizing NATO’s use of force while the U.S. perspective is that NATO has the right 

to use force whenever the interests of its members so require. For more information, see 

https://www.brookings.edu/research/nato-the-un-and-the-use-of-force/ 
150 The Charter of the United Nations was signed on 26 June 1945 at the conclusion of the United Nations Conference on 

International Organization and came into force on 24 October 1945. Available at http://www.un.org/en/charter-united-nations/ 
151 Brussels Summit Declaration issued by the Heads of State and Government participating in the meeting of the North Atlantic 

Council in Brussels, 11-12 July 2018, NATO (2018), https://www.nato.int/cps/en/natohq/official_texts_156624.htm (last visited 

Nov. 17, 2018). 
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individuals.152 The Security Council has expressed grave concern over the “acute and growing 

threat” posed by FTFs who travel to another states for purpose of planning, preparation, and 

perpetration of a terrorist act or related training in connection with various armed conflicts, with 

Syria being a notable example.153  

“Ping-&-Ring” or “PnR” refers to NATO coordination, cooperation, and biometrics 

information exchange. Each individual member nation holds potentially valuable information 

regarding the individual.154 Effective biometric identification requires the existence of well-

populated biometric repositories linked through the Ping-&-Ring network, a developed analytic 

capability with effective access to the relevant biographic and situational data, and a response 

method that makes assessments available to operational commanders in time to act. Biometric 

records needed for biometric identification can originate through sharing or from contributing 

nation military activities. Sharing can originate from historic datasets provided by the host as 

well as partner nations. Biometric enrollment records from a variety of military activities can be 

simultaneously checked against the database for biometric identification. NATO is still resolving 

the legal and policy issues involving the sharing of identity intelligence data among NATO 

nations and the handling of PII in accordance with the applicable national laws of the collecting 

nation.155 

 

                                                           
152 United Nations Security Council, S/2018/80, Sixth Report of the Secretary-General on the Threat Posed by ISIL (Da’esh) to 

International Peace and Security and the Range of United Nations Efforts in Support of Member States in Countering the Threat, 

(Jan. 31, 2018), https://www.un.org/counterterrorism/ctitf/sites/www.un.org.counterterrorism.ctitf/files/S_2018_80.pdf (last 

visited Sept. 17, 2018). 
153 United Nations Security Council Resolution 2178 (2014), S/RES/2178 (2014), Resolution 2178(2014), 

http://undocs.org/S/RES/2178 (2014) (last visited Oct 7, 2018). 
154 Mark Lunan et al., New Doctrinal Concepts: Biometrics (2018), 

http://www.jwc.nato.int/images/stories/threeswords/Biometrics_2018.pdf (last visited Nov. 14, 2018). 
155 Allied Intelligence Publication 15, Countering Threat Anonymity: Biometrics in Support of NATO Operations and 

Intelligence, Ed. A, Ver. 1, (Feb. 2016). 
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C. INTERPOL EFFORTS 

Biometric identification of suspicious individuals can be an effective tool to counter the 

threat of terrorists attempting to travel internationally using false, forged, or altered travel 

documents. Therefore, the inclusion of biometric data, high quality pictures and fingerprints of 

such fighters in various regional and international databases, including the INTERPOL database 

on FTFs,156 remains important.157 Probing attempts may occur, and it is important to capture 

these attempts in suspicious activity reports (SAR)158 or other national or international reporting 

mechanisms as nefarious individuals seek out the weakest link in a long chain, often over years 

or decades. 

In East Africa, for example, biometrics to identify FTF networks was the emphasis of an 

INTERPOL counterterrorism Project Baobab, which brought together more than 40 officers from 

the region’s border control, immigration services and national CT units. Participants discussed 

new methods for using INTERPOL capabilities to detect potential criminals traveling to East 

Africa to plan terrorist acts and how to tackle Sub-Saharan terrorism through improved 

interagency cooperation at national, regional and international level.159 

The Security Council supports such efforts and also recommends that states have 

mechanisms in place to screen travelers more effectively at ports of entry. In its Resolution 2396 

(2017), the Security Council emphasized the importance of utilizing biometric data to enhance 

                                                           
156 I-24/7 is the network that enables investigators to access INTERPOL's range of criminal databases. Authorized users can 

search and cross-check data in a matter of seconds with direct access to databases on suspected criminals or wanted persons, 

stolen and lost travel documents, stolen motor vehicles, fingerprints, DNA profiles, stolen administrative documents and stolen 

works of art. See https://www.interpol.int/INTERPOL-expertise/Data-exchange/I-24-7) 
157 UNSC, supra note 152. 
158 The Nationwide Suspicious Activity Reporting (SAR) Initiative (NSI) is a joint collaborative effort by DHS, FBI, and state, 

local, tribal, and territorial law enforcement partners and is a tool to help prevent terrorism and other related criminal activity by 

establishing a national capacity for gathering, documenting, processing, analyzing, and sharing SAR information. For more 

information see https://nsi.ncirc.gov/ 
159 Keeping Foreign Terrorist Fighters Out of East Africa Focus of INTERPOL Meeting, N2018-092 / 2018 / News / News and 

media / Internet / Home - INTERPOL (2017), https://www.interpol.int/News-and-media/News/2017/N2017-158 (last visited Nov 

20, 2018). 
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border security and to identify FTFs and other individuals linked to terrorist activity. An 

effective CT strategy requires collaboration among Member States and international bodies to 

continue to collect and develop best practices on the systematic categorization, collection, and 

sharing of biometric data to effectively identify terrorists. States should ensure the responsible 

use of biometrics and implement measures to protect human rights in the collection, processing, 

storing and sharing of such data, including the right to privacy.160 

Member States were urged to “intensify and accelerate” the exchange of operational 

information regarding actions or movements of terrorists. All Member States were mandated to 

prevent the movement of terrorists or terrorist groups by effective border controls and controls 

on the issuance of identity and travel documents and prevention of the use of fraudulent identity 

documents.161 Effective border management plays a crucial role in the fight against terrorism 

through the interception of FTFs.   

Border crossing points (BCP) for international travel are highly standardized. BCPs at 

international borders are often implemented in conjunction with an economic zone in both 

nations which acts as a filter and can be expanded or contracted depending upon the threat level. 

It is at airports and within these zones that travelers and border crossers are (or could be) 

biometrically screened to establish or deconflict identities. Biometric databases used in policing 

are usually composed of reference data (e.g., face, fingerprint) from arrestees, crime scene data, 

and other unidentified data such as missing person reports or intelligence gathering activities. 

Biometric data from terrorism investigations can either be added to such existing systems or 

                                                           
160 UNSC, supra note 152. 
161 UNSC, supra note 153. 
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loaded into dedicated databases.162 Interoperability is key, but care should be taken in nation 

states where there is clear delineation between intelligence operations and police investigations 

for purposes of prosecution. Otherwise, prosecutions could be compromised. 

 

D. BITMAP 

An example of a successful terrorist data sharing program is Biometric Identification 

Transnational Migration Alert Program (BITMAP). This Immigration and Customs Enforcement 

(ICE) Homeland Security Investigations (HSI) program facilitates partner-country law 

enforcement officer collection and sharing of biometric and biographic data on special interest 

individuals to identify potential threat actors in or transiting through participating countries.163  

HSI Assistant Director, Clark Settles, testified before the House Subcommittee on Border and 

Maritime Security that foreign partners are able to tactically collect biometric and biographic 

data on persons of interest they encounter in order to identified individuals who are threats to 

U.S. national security. HSI and USG partners work with host nations to take appropriate law 

enforcement action in such cases. BITMAP collections also bring individuals of interest to the 

attention of HSI to prevent them from acquiring visas and to stop admission to the U.S. upon 

future encounters.164 

 BITMAP was created in 2011 and is utilized on five different continents. The program 

involves trained and vetted law enforcement officers collecting biometric and biographic data on 

potentially dangerous individuals traveling through their country, which is then shared with 

                                                           
162 Biometrics Institute, United Nations Compendium of recommended practices for the responsible use and sharing of 

biometrics in counter-terrorism (2018), https://www.un.org/sc/ctc/wp-content/uploads/2018/06/Compendium-biometrics-final-

version-LATEST_18_JUNE_2018_optimized.pdf (last visited Nov 3, 2018). 
163 Department of Homeland Security Science and Technology Directorate Operations Analysis—Biometric Identification 

Transnational Migration Alert Program (BITMAP) Project, (Sept. 27, 2016). 
164 The full transcript of Assistant Director Settles’ testimony is available at https://www.gpo.gov/fdsys/pkg/CHRG-

115hhrg27610/pdf/CHRG-115hhrg27610.pdf 
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American law enforcement, DoD, and intelligence agencies. In the last few years, BITMAP has 

identified several hundred KSTs in addition to drug smugglers, sex offenders, murderers, child 

predators, gang members like MS–13, and people with active warrants and other dangerous 

backgrounds. 165 BITMAP legislation introduced by Chairman Michael McCaul (R-TX) and co-

sponsored by Rep. Bill Keating (D-MA) will fully authorize BITMAP and help better identify 

national security threats.166 The chairman noted in a floor speech that “many special interest 

aliens and other nefarious actors, including potential terrorists, are exploiting illicit pathways 

throughout Central and South America, racing towards the border.”  

This concern regarding transnational terrorism was highlighted in October 2018 when 

President Trump ordered 5200 active duty service members to the Southwest Border as part of 

border support operations.167 Originally known as Operation Faithful Patriot, the domestic 

deployment and civil contingency operation of the United States Armed Forces at the Mexican 

border was intended to block an anticipated border crossing of thousands of migrants from 

Central America, at least some of whom were not eligible for asylum based upon prior illegal 

border crossings or other crimes committed under the Immigration and Nationality Act or other 

statues. Central and South American states have been known to sanction and harbor terrorists, 

and it is not unreasonable to suspect that terrorists are attempting to enter the U.S. while hiding 

in plain view. Just last year CNN reported that 173 Venezuelan passports and IDs that were 

issued to individuals from the Middle East, including some connected to the terrorist group 

                                                           
165 House Congressional Record, Biometric Identification Transnational Migration Alert Program Authorization Act of 2018, 

(Sept. 4, 2018), https://www.congress.gov/crec/2018/09/04/CREC-2018-09-04-pt1-PgH7786.pdf (last visited Sept. 10, 2018). 
166 Homeland Security Committee, Chairman McCaul’s BITMAP Bill Advances Through Committee (July 24, 2018), 

https://homeland.house.gov/press/chairman-mccauls-bitmap-bill-advances-through-committee/ (last visited Sept. 13, 2018). 
167 Tara Copp, President Trump Orders 5,200 Active Duty Troops to U.S.-Mexico Border, Military Times (2018), 

https://www.militarytimes.com/news/your-military/2018/10/29/trump-orders-5200-active-duty-troops-to-us-mexico-border/ (last 

visited Nov. 18, 2018). 
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Hezbollah. A Venezuelan passport permits visa-free entry into more than 130 countries, 

including 26 countries in the European Union.168 

 

XVI. TERRORIST DATA SHARING 

 A breakdown in information sharing was a major factor contributing to the failure to 

prevent the 911 terrorist attacks. Since then, federal, state, and local governments have taken 

steps to improve sharing.169 Since 2005, the GAO has issued several related reports and 

reiterated the government continues to face serious challenges in analyzing key information and 

sharing it among federal, state, local, and other security partners in a timely, accurate, and useful  

way.170 The USG is mandated to share terrorist related data and has broad authorities to share 

known or suspected terrorist (KST) information with the interagency and other partners. 

Authorities include Homeland Security Presidential Directives (HSPD) 6171/11172/24173, National 

                                                           
168 Scott Zamost, Whistleblower Reveals Passport Fraud CNN (2017), https://www.cnn.com/2017/02/08/world/venezuela-

passports-investigation/index.html (last visited Nov. 17, 2018). 
169 U.S. Government Accountability Office, Information Sharing: Progress Made and Challenges Remaining in Sharing 

Terrorism-Related Information U.S. Government Accountability Office (GAO) (2011), https://www.gao.gov/products/GAO-12-

144T (last visited Nov. 19, 2018). 
170 Id. 
171 The United States shall “develop, integrate, and maintain" terrorist information and use that information to “support Federal, 

State, local, territorial, tribal, foreign-government, and private-sector screening processes, and diplomatic, military intelligence, 

law enforcement, immigration, visa, and protective processes.” HSPD-6, supra note 22. 
172 This directive builds upon HSPD-6 to “enhance terrorist-related screening through comprehensive, coordinated procedures 

that detect, identify, track, and interdict people, cargo, conveyances, and other entities and objects that pose a threat to homeland 

security...” Comprehensive Terrorist-Related Screening Procedures, HSPD-11, 2 Pub. Papers 1763 (Aug. 27, 2004), 

https://www.gpo.gov/fdsys/pkg/PPP-2004-book2/pdf/PPP-2004-book2-doc-pgl763.pdf.  
173 This directive “establishes a framework to ensure that Federal executive departments and agencies (agencies) use mutually 

compatible methods and procedures in the collection, storage, use, analysis, and sharing of biometric and associated biographic 

and contextual information of individuals…” HSPD-24, supra note 73. 
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Security Presidential Memoranda 7174 and 9,175 Intelligence Reform and Terrorism Prevention 

Act (IRTPA), Executive Order (EO) 13388,176 etc.  

 Despite mandates, authorities, billions in funding, and a general consensus that terrorist-

related information sharing is the right thing to do, agencies often still do not do it. But why? 

There are several reasons depending upon one’s perspective including public perception and 

unanticipated blowback, cowardice, patriotism, entrenched thinking, fear, and personal or 

institutional liability. Agency and department heads are often reluctant to authorize anything new 

without a legal opinion, but there is often miscommunication with legal staff and the scope of the 

legal opinion is too narrow. This requires an agency head to continually seek legal opinions 

authorizing various narrow aspects of a program. Perhaps this is a good thing, although it slows 

down the pace of implementation. No agency head wants to be called to testify as to why his or 

her program resulted in the death or civil liberty violation of a (perhaps unwitting and unwilling) 

participant. So the pendulum swings back and forth with each agency head and cabinet 

appointment as the public and decision makers seek a happy middle ground where the country is 

safe but there is still freedom. Using a vehicle analogy, the highest crash survivability rating 

would likely go to the M1 Abrams tank, but is it practical or desirable that everyone drive tanks 

to work or to the grocery store? Life is full of risk, and the question is how far the government 

                                                           
174 National Security Presidential Memorandum - 7, Integration, Sharing, and Use of National Security Threat Actor Information 

to Protect Americans, https://www.whitehouse.gov/presidential-actions/national-security-presidential-memorandum-7/ (last 

visited Dec. 31, 2018). 
175 Presidential Memorandum on Optimizing the Use of Federal Government Information in Support of the National Vetting 

Enterprise, The White House (2018), https://www.whitehouse.gov/presidential-actions/presidential-memorandum-optimizing-

use-federal-government-information-support-national-vetting-enterprise/ (last visited Nov. 22, 2018). 
176 This EO directs, in accordance with applicable law, heads of agencies that possess or acquire terrorism information to 

promptly give access to the heads of other agencies that have counterterrorism functions. Continuation of the National 

Emergency With Respect to the Proliferation of Weapons of Mass Destruction, Federal Register (2018), 

https://www.federalregister.gov/documents/2018/11/09/2018-24810/continuation-of-the-national-emergency-with-respect-to-the-

proliferation-of-weapons-of-mass (last visited Nov. 17, 2018). 
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should go to reduce the risks and at what cost. Collecting and sharing everything about everyone 

is a bridge too far, even if technically feasible. 

 

“Those who would give up essential Liberty, to purchase a little  

temporary Safety, deserve neither Liberty nor Safety.”177 

               – Benjamin Franklin, 1775 

  

XVII. DOMESTIC OVERSIGHT AND REDRESS 

Surveillance technology is becoming better and less expensive, and lawmakers and the 

public have expressed concern that technology is outpacing policy and related authorities. 

Computing power has increased exponentially since the 1970s, which has raised additional 

concerns regarding the government’s ability and desire to store data on USPER,178 perhaps 

indefinitely. What once was deemed too expensive to store and maintain (and was therefore 

deleted) may now be relatively affordable. But the desire for eternal storage of everything—if it 

exists—must align with agency authorities, data retention schedules, organizational operational 

needs, etc.  

Like all federal agencies, DoD protects and promotes privacy and civil liberties in its 

operations and programs, consistent with the Department’s mission to defend the nation.179 The 

                                                           
177 Pennsylvania Assembly: Reply to the Governor, 11 November 1755. Printed in Votes and Proceedings of the House of 

Representatives, 1755–1756 (Philadelphia, 1756), pp. 19–21. The full text of Franklin’s 1775 letter is available at the National 

Archives online at https://founders.archives.gov/documents/Franklin/01-06-02-0107#BNFN-01-06-02-0107-fn-0005-ptr 
178 A “United States citizen or alien admitted for permanent residence in the United States, and any corporation, partnership, or 

other organization organized under the laws of the United States” (22 USC § 6010).  USPER is defined several times by statute, 

executive action, and DoD policy, but all the definitions are similar. 
179 Section 803 of the Implementing Recommendations of the 9/11 Commission Act of 2007, Public Law 110-53, requires the 

DoD to designate a senior officer to serve as the Department’s principal advisor on privacy and civil liberties matters, and to 

report activities on a semiannual basis.  
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Defense Privacy Program180 oversees a comprehensive framework for the protection of PII 

entrusted to DoD while the Defense Civil Liberties Program181 oversees the Department’s long-

standing policy to protect the constitutional rights of DoD personnel and the public.182 

Sometimes DoD personnel, support contractors, and others, encounter abuses which require 

reporting outside of the normal chain of command. For such situations, Congress has established 

whistleblower protections.183  

Redress procedures allow an offended individual an opportunity to correct inaccurate 

records. For example, TSA redress in 49 CFR § 1560.205 mandates coordination with 

appropriate Federal law enforcement and intelligence agencies, document review, correction, and 

a timely written response. In general, each agency has a privacy program that aligns with federal 

requirements by which redress can be achieved. If redress is not achieved—at least in the eyes of 

the public—leakers and hackers will be encouraged and incentivized to undermine the agency, 

thereby potentially compromising national security. 

The Freedom of Information Act (FOIA),184 enacted in 1966, provides access to federal 

agency records or information. It does not, however, allow access to state or local government 

records. Nearly all states have their own public access statutes that provide access to state and 

local agency records. The interaction of federal and state FOIA laws can create complex issues. 

Federal statutes provide a baseline of legal protections for individuals. While state legislatures 

may pass laws to supplement these federal guidelines, state laws that interfere with or are 

                                                           
180 DoD 5400.11-R, Department of Defense Privacy Program, (2007), 

https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodm/540011r.pdf (last visited Nov 15, 2018). 
181 Department of Defense Instruction 1000.29, DoD Civil Liberties Program, (2014), 

https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodi/100029p.pdf (last visited Nov 15, 2018). 
182 Pursuant to Section 803 of the Implementing Recommendations of the 9/11 Commission Act of 2007, 42 U.S.C. § 2000ee-l 

requires DoD privacy officers and civil liberties officers to periodically, but not less than semi-annually, submit a report. 
183 10 U.S.C. § 1034 - U.S. Code - Unannotated Title 10. Armed Forces § 1034. Protected Communications; Prohibition of 

Retaliatory Personnel Actions. 
184 Freedom of Information Act (FOIA), 5 U.S.C. § 552 (2016). 
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contrary to a federal law are preempted. By virtue of the Supremacy Clause of the 

Constitution,185 federal law may restrict access to records otherwise available pursuant to a 

state’s FOIA by requiring that certain information be kept confidential. Thus, federal 

confidentiality requirements may supersede a state FOIA statute mandating public disclosure of a 

record, but only when there is a specific federal statute (other than the federal FOIA) mandating 

such. 

 

XVIII. PERSONAL INFORMATION OF GOVERNMENT AFFILIATES  

USG collects personal information in order to facilitate governance, which includes the 

census and other core government functions. The states collect information for voter rolls and 

other state government functions. DoD collects personal information from those individuals who 

meet a particular nexus threshold.  

As part of the federal government, DoD collects personal information186 from service 

members for a variety of purposes to include issuance of credentials for logical and physical 

access, tax reporting, benefits distribution, etc. Service members consent to such collection 

through Privacy Act statements (PAS)187 or other means. Members of the public and others 

consent to collection by virtue of interaction with DoD (e.g., air show visits) in addition to the 

                                                           
185 Art. VI, Cl. 2. 
186 As defined in 32 CFR § 311.3(g)), personal information is information about an individual that identifies, links, relates, or is 

unique to, or describes him or her, e.g., a social security number; age; military rank; civilian grade; marital status; race; salary; 

home/office phone numbers; other demographic, biometric, personnel, medical, and financial information, etc. Such information 

also is known as personally identifiable information (i.e., information which can be used to distinguish or trace an individual's 

identity, such as their name, social security number, date and place of birth, mother's maiden name, biometric records, including 

any other personal information which is linked or linkable to a specified individual).  
187 Privacy Act Statements describe:  1) Authority. The Federal law or Executive Order that allows the collection; 2) Purpose. 

How the collected information will be used; 3) Routine Uses. Agency approved circumstances in which a record may be shared 

outside of the agency in accordance with the purpose for which the information was collected and maintained by the agency; 4) 

Disclosure. Whether or not the disclosure of information is “Voluntary” or “Mandatory.”  
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passive PASs encountered at the gates of DoD installations (physical access) and warning 

banners on DoD networks (logical access). 

For DoD service members, fingerprints and various other records are collected for 

suitability and clearance determinations and shared according to the terms of interagency 

agreements and the corresponding system of records notices (SORN) published for public 

comment in the Federal Register.188 After the 2015 Office of Personnel Management (OPM) 

hack in which over 20 million detailed background investigation records of past, present, and 

prospective clearance holders were stolen by the Chinese, an OPM Office of the Inspector 

General report revealed a long list of deficiencies,189 and it was ultimately determined that 

background investigations should be conducted by DoD rather than OPM, especially since the 

majority of clearance holders are affiliated with DoD.  

Each department, service, and agency implements laws, executive actions, and 

incorporates court decisions through policy directives. DoD policy regarding the collection and 

use of facial images and photography is mixed. There is general leniency assuming nothing in 

the background violates security standards, but photography and portable electronic devices are 

restricted or banned in many facilities. DoD Manual 5200.02190 manual outlines the procedures 

for a personnel security background investigation, including the Federal Investigative Standards 

(FIS), investigative requirements, and the adjudicative guidelines. The Adjudicative Guidelines 

                                                           
188 The Defense Security System “NBIS SORN” is a DoD-wide SORN covering system records that traverse multiple systems. 

Federal Register, Vol. 83, No. 201, pg. 52420, System of Records Notice DUSDI 02-DoD, Personnel Vetting Records System, 

(Oct. 17, 2018), https://www.govinfo.gov/content/pkg/FR-2018-10-17/pdf/2018-22508.pdf (last visited Nov. 14, 2018).  
189 Federal Information Security Modernization Act Audit FY 2015, Report Number 4A-CI-00-15-011, (Nov. 10, 2015),  

https://www.opm.gov/our-inspector-general/publications/reports/2016/federal-information-security-modernization-act-audit-

fiscal-year-2016-4a-ci-00-16-039.pdf (last visited Oct. 23, 2018). FISMA deficiencies can be found on Page ii of the report. 
190 DoD Manual 5200.02, Procedures for the DoD Personnel Security Program (PSP), (Apr. 3, 2017), 

https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dodm/520002_dodm_2017.pdf (last visited Nov. 13, 2018) 
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and the FIS outline the business rules for what constitutes an issue or derogatory behavior in an 

individual’s background.  

EO 13467191 was signed in 2008 mandating that all cleared individuals working for 

Federal government agencies are subject to continuous evaluation (CE) procedures. CE is 

defined by the EO as reviewing a person’s background and eligibility for access to classified 

information at any time during their period of eligibility. Prior to this issuance, cleared personnel 

only underwent background investigations during their 5-year or 10-year periodic 

reinvestigations. Biometrics are being integrated into the CE process.  

In addition to fingerprints, DNA is collected for personnel recovery of isolated 

personnel.192 For example, if a pilot were to be downed, the service member or his remains could 

be verified even if the fingerprints or dental records could not be recovered. In addition to 

fingerprints, face images are routinely collected for various credentials,193 and irises are collected 

at the Pentagon and other installations as part of various DoD pilot projects involving access to 

various sensitive sites.  

Federal agency employees, contractor employees, and service members have a reduced 

expectation of privacy while at work and often waive privacy rights through employment 

contracts or other means. For example, system pop-up banners and warnings are common, and 

government facilities may have large signs posted near entrances informing visitors that their 

bags are subject to search. This reduced expectation of privacy generally does not apply when 

                                                           
191 Exec. Order No. 13467, Reforming Processes Related to Suitability for Government Employment, Fitness for Contractor 

Employees, and Eligibility for Access to Classified National Security Information (July 2, 2008), 

https://www.hsdl.org/?view&did=487173, (last visited Sept. 13, 2018). Exec. Order 13764 (Jan. 17, 2017) amended Exec. Order 

13467.  
192 As defined in Army Regulation 525-28, Personnel Recovery (Mar. 5, 2010), personnel who are isolated, missing, detained, or 

captured.  
193 The Common Access Card (CAC) is DoD’s Personal Identity Verification (PIV) credential, although various tokens and 

credentials exist which include facial photos. 
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the affiliate leaves work, although some sensitive positions may require active monitoring for 

counterintelligence194 or other purposes. 

Badging and access credentialing is common practice and usually involves a photograph 

of the individual seeking access to an installation. While some offices do not retain the photos 

after a badge is issued, others store the photos in a system of records, whether it be a folder on a 

shared drive or in in a more elaborate database. Even if not required by E-Government Act of 

2002,195 it is good practice to conduct a privacy impact assessment (PIA), which is an evaluation 

of how information in identifiable form is collected, stored, protected, shared, and managed. The 

purpose of a PIA is to demonstrate that system owners and developers have incorporated privacy 

and civil liberties protections throughout the entire system lifecycle. The Act requires an agency 

to make PIAs publicly available, except when an agency, in its discretion, determines that 

publication of the PIA would raise security concerns or reveal classified (i.e., national security) 

or sensitive information. Although this act does not apply to SLTT partners, this tool is useful for 

identifying and mitigating privacy risks and for notifying the public what PII the SLTT agency is 

collecting, why PII is being collected, and how the PII will be collected, used, accessed, shared, 

safeguarded, and stored.  

DoDD 5200.27196 prohibits information collections on individuals who are not affiliated 

with DoD, unless the collection is for one of the authorized activities described including 

                                                           
194 Part 9. Criminal Investigation, Internal Revenue Service (2013), https://www.irs.gov/irm/part9/irm_09-004-006 (last visited 

Nov 10, 2018). 
195 E-Government Act of 2002, Pub. Law 107–347, 208, 116 Stat. 2899 (2002)—Office of Management and Budget (OMB) (03-

22, OMB Memorandum, M-03-22, OMB Guidance for Implementing the Privacy Provisions of the E-Government Act of 

2002)—OMB implementing guidance for this act requires federal agencies to perform privacy impact assessments (PIAs) for 

new information technologies that develop or procure new information technology involving the collection, maintenance, or 

dissemination of information in identifiable form or that make significant changes to existing information technology that 

manages information in identifiable form. 
196 DoD Directive 5200.27, Acquisition of Information Concerning Persons and Organizations not Affiliated with the 

Department of Defense (1980). This issuance stems from abuses during the Vietnam War. Although it is old in terms of 

issuances, it is widely cited. 
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Protection of DoD Functions and Property, Personnel Security, and Operations Related to Civil 

Disturbance. While the DoDD lists Personnel Security as an authorized activity, the Defense 

Human Resource Activity’s (DHRA) Office of General Counsel (OGC) determined that social 

media information associated with non-DoD affiliated persons, may not be collected for the 

purpose of conducting personnel security investigations.197 DHRA OGC amended its initial 

opinion by allowing for the collection of social media information associated with non-DoD 

affiliated persons provided that all PII is redacted.198  

 

XIX. CIVIL LIBERTIES AND PRIVACY CONSIDERATIONS 

The development of privacy law in the United States may also be viewed as a dialogue 

between the courts and the legislature about the scope and application of the legal concept of 

privacy. In some matters, courts will define new privacy rights. In others, the courts will leave 

the job to the legislature. Privacy problems occur in particular contexts, and different types of 

problems involve different tradeoffs and concerns. Technology plays an especially important role 

in shaping the kinds of privacy concerns that society faces and the role of the law.199 

Some of the related privacy and civil liberties concerns which have been raised in recent 

years include the coercive nature of collection from hostile parties,200 the cultural offense of 

photographing some Muslim women, the clumsy “naked body scanner” implementation at U.S. 

airports,201 the “mark of the beast”202 argument among religious conservatives, the lack of 

                                                           
197 Personal Communication, DHRA OGC, April 18, 2016. 
198 Personal communication, DHRA OGC, April 20, 2016. 
199 Due Process of Law, LII / Legal Information Institute, https://www.law.cornell.edu/constitution-conan/amendment-

14/section-1/due-process-of-law (last visited Dec 18, 2018). 
200 For example, if an enemy combatant is uncooperative, he may resist during fingerprint collection or may turn his face away 

from the camera. 
201 Revealing back scatter airport scanning examples can be viewed at https://epic.org/privacy/airtravel/backscatter/ 
202 In the Bible, Revelation 16:2 and 19:20 cite the mark of the beast as a sign that identifies those who worship the antichrist. 

Those who do not take the mark will be unable to buy or sell.   
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effective redress procedures after 911 to correct misidentification of airline passengers, the 

concern that biometrics might be “stolen” and forever lost, and the embarrassment of discovered 

mistresses in red light camera photos.     

Biometrics and privacy are inextricably linked, as a biometric is literally what is left 

behind (in the case of fingerprint and DNA) or what is digitally captured (e.g., face and iris). 

Unlike a cell phone or credit card number, which may also be used for positive identification, it 

is difficult if not impossible to alter a biometric, although some have attempted through 

fingerprint mutilation, plastic surgery, and other means. With rare exception,203 an individual’s 

biometrics can be used to uniquely identify that person. Scoping downward, the legal and 

privacy landscape dealing with the body, biometrics, and specifically the face consists of 

Constitutional protections, statutes, executive actions, case law, and agency policies.  

The face is part of the body and, therefore, inherently private (although generally publicly 

exposed). If the reader is skeptical, the author invites the reader to randomly sample members of 

the public and ask to touch their faces. As this anecdotal evidence will show, although publicly 

exposed, the face is inherently personal. The public nature of facial biometrics is only at issue 

because the human eye is able to detect and the brain is able to recognize, analyze, and compare 

one face with another. However, humans possess and emit a variety of signatures (e.g., heat) 

which are not detectible by humans but may be detectible by animals or equipment. Is it possible 

that one day additional biometrics maybe be considered “public” as sensor technology improves? 

Is it also possible that when one walks down a public street in the future, advertisers and others 

will be scanning for gait, heat signatures, and odors in addition to face? In other words, will the 

expectation of privacy be reduced and will this be perceived reduction be reflected in case law?  

                                                           
203 On a standard DNA test, twins are indistinguishable. 



61 
 

 

A. DATA SECURITY AND PROTECTION 

Historically, attorneys and policymakers have not coordinated well with the IT 

community, which has led to general frustration as both sides attempt to enhance privacy in their 

own ways. High profile data breaches (e.g., Equifax, Anthem, Office of Personnel Management) 

are bringing the two sides together, and the relationship is improving in a move toward “baked 

in” privacy through role-based access control, privacy enhancing technologies, improved 

consent, and other means. In general, the IT community is concerned with data security while the 

policy and legal community is concerned with privacy and civil liberties protections. However, 

the two goals are not mutually exclusive and, in fact, should be complementary.  

In Europe and most of the rest of the world, what the U.S. refers to as “privacy law” is 

called “data protection law.”204 International developments such as the General Data Protection 

Regulation (GDPR)205 have played a highly visible and important part in shaping the role of 

privacy professionals and the privacy dialogue within the U.S.206 and has prompted discussion 

regarding whether the U.S. should have a more comprehensive data protection or privacy 

framework. 

 

B. KILL LISTS 

While biometric data can be a powerful and effective tool for positively identifying and 

interdicting terrorists, there are potential negatives to consider. Such information in the hands of 

                                                           
204 Daniel J. Solove & Paul M. Schwartz, An Overview of Privacy Law (Oct. 5, 2015). Chapter 2 of Privacy Law Fundamentals 

(published by IAPP, 2015); GWU Law School Public Law Research Paper No. 2015-45; GWU Legal Studies Research Paper 

No. 2015-45. Available at SSRN: http://ssrn.com/abstract=2669879 
205 EU General Data Protection Regulation (GDPR): Regulation (EU) 2016/679 of the European Parliament and of the Council of 

27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of 

such data, and repealing Directive 95/46/EC (General Data Protection Regulation), OJ 2016 L 119/1. 
206 Daniel J. Solove & Paul M. Schwartz, supra note 204. 
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a tyrant can also effectively become a “hit list” or kill list. Wired magazine discussed an Iraqi 

case where names were associated with religious identity and led to targeting. This resulted in 

some Iraqis changing their names or carrying fake IDs to avoid being murdered by rival sects.  In 

July 2006, for example, Shiite militiamen established a fake checkpoint and killed up to 50 

Sunnis after examining their identification documents.207 There have been similar instances in 

Rwanda and elsewhere.  

While biometrics were not involved in the Iraqi case, the potential is certainly sobering. If 

a biometric device loaded with an accurate watchlist had been used for verification, the results 

could have been worse. In order to prevent such occurrences, the U.S. has various controls in 

place to prevent proliferation of weapons and technologies to problem end-users and supporters 

of international terrorism208 and has taken precautions in the form of Leahy vetting. The “Leahy 

Laws” refers to two statutory provisions prohibiting the U.S. Government from using funds for 

assistance to units of foreign security forces where there is credible information implicating that 

unit in the commission of gross human rights violations.209  

 

C. CONSTITUTIONAL PROTECTIONS 

The U.S. Constitution is the primary authority applying to federal as well as state, local, 

tribal, and territorial (SLTT) entities. While in general, SLTT entities may not be bound directly 

by most statutory federal privacy and other civil liberties protection laws in the face recognition 

                                                           
207 Noah Shachtman, Iraq's Biometric Database Could Become “Hit List”: Army, Wired, (Aug. 15,, 2017), 

https://www.wired.com/2007/08/also-two-thirds/ (last visited Dec. 4, 2018). 
208 A Resource on Strategic Trade Management and Export Controls, U.S. Department of State, 

https://www.state.gov/strategictrade/overview/ (last visited Dec 12, 2018). 
209 Leahy Fact Sheet, U.S. Department of State (2018), https://www.state.gov/j/drl/rls/fs/2018/279141.htm (last visited Dec 15, 

2018). 
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information collection sharing context, compliance may be required indirectly by funding 

conditions (e.g., Title VI of the Civil Rights Act of 1964). 

The Bill of Rights establishes minimum standards for the protection of the civil rights and 

civil liberties of persons within the U.S. The Fourth Amendment protects people from 

unreasonable searches and seizures and requires that warrants be issued only upon probable 

cause, supported by oath or affirmation, and particularly describing the place to be searched and 

the individual or things to be seized. In addition, there is a federal statute210 that allows an 

individual to sue public officials in federal court for violations of the individual’s civil rights, 

which serves as a deterrent to unlawful collection, use, or sharing of information rather than 

providing specific authority or a prohibition to the collection, use, or sharing of information. 

The Fourth Amendment enforces the notion that a man’s home is his castle and should be 

secure from unreasonable searches and seizures of property by the government. This doctrine has 

been extended or interpreted as providing protection from arbitrary arrests and is the basis of 

laws regarding search warrants, stop-and-frisk, safety inspections, wiretaps, surveillance, etc. 

The Fourth Amendment only applies if there is a reasonable expectation of privacy. In United 

States v. Jones, 2012 WL 171117 at 7 (U.S. Dist. Col.), the Court said there is not one 

“exclusive” test for reasonable expectation of privacy. The Supreme Court also specifically 

acknowledged the historical trespass doctrine and the Katz211 expectation of privacy test.212 Katz 

was a new interpretation of the Fourth Amendment that moved away from physical trespass 

                                                           
210 42 U.S.C. § 1983 
211 In Katz, the Supreme Court added to the trespass doctrine by finding an expectation of privacy in the context of a 

conversation in a phone booth. Even though the warrantless eavesdropping of the phone call involved physical trespass, Justice 

Brennan’s concurring opinion states the “Fourth Amendment protects people, not places.” Katz v. United States, 389 U.S. 347, 

351 (1967).  
212 In Katz, Justice Harlan created a two-part test: 1) an individual has exhibited an actual (subjective) expectation of privacy 2) 

the expectation is one that society is prepared to recognize as reasonable. If both of these requirements have been met, and the 

government has taken an action which violates this “expectation,” then the government's action has violated the individual's 

Fourth Amendment rights. John C Busby, Expectation of Privacy LII / Legal Information Institute (2017), 

https://www.law.cornell.edu/wex/expectation_of_privacy (last visited Dec. 14, 2018). 



64 
 

toward expectation of privacy. The Katz interpretation of extending Fourth Amendment 

protections beyond physical boundaries set the stage for the current instability regarding the 

scope of privacy for action occurring in public. As technology develops, obscurity is eroded 

through the accessibility of personal information. Anonymity that previously existed even when 

one was in plain view can be (or has been) eliminated. However, anonymity is a critical feature 

of an open society.213 For example, privacy enables citizens to express unpopular ideas without 

the direct threat of violence and allows for pre-decisional deliberation. 

The Privacy Act of 1974,214 as amended, stemmed in part from abuses of civil rights 

protestors by the military, concern regarding illegal surveillance and investigation of individuals 

by federal agencies exposed during the Watergate scandal, and potential abuses presented by the 

government’s increasing use of computers to store and retrieve personal data by means of a 

universal identifier such as the social security number (SSN).215 Government databases have 

greatly expanded since the 1970s to include digital photos,216 fingerprints,217 DNA,218 and other 

types of personally identifiable information (PII).219  

                                                           
213 Reidenberg, supra note 111. 
214 5 U.S.C. § 552a. The Privacy Act established a code of fair information practices that governs the collection, maintenance, 

use, and dissemination of information about individuals that is maintained in systems of records by federal agencies. 
215 United States Department of Justice, Overview of the Privacy Act of 1974 (2015), 

https://www.justice.gov/opcl/file/793026/download (last visited Nov. 17, 2018) 
216 The following FBI programs use FR technology for law enforcement purposes: 1) Next Generation Identification (NGI) 

System located at the FBI’s Criminal Justice Information Services (CJIS) Division, and 2) Facial Analysis, Comparison, and 

Evaluation (FACE) Services Unit also located at the FBI CJIS Division. Other government agencies and states also have facial 

image databases, often for credentialing purposes (e.g., badges, drivers’ licenses). 
217 Examples include DoD ABIS/BEC, DHS IDENT/HART, and FBI IAFIS/NGI. 
218 For example, National DNA Index System (NDIS). Agencies submit blood or buccal samples to the unit from individuals 

who are required by law to do so. These include individuals convicted of, arrested for, or facing charges of certain qualifying 

federal crimes or convicted of qualifying District of Columbia offenses, as well as non-U.S. citizens who are detained under the 

authority of the United States. Federal DNA Database Unit (FDDU) then produces a DNA profile for each of these individuals 

and uploads it to the NDIS, which is part of the Combined DNA Index System (CODIS). 
219 According to the National Institute of Standards and Technology, PII is any information about an individual maintained by an 

agency, including:  1) any information that can be used to distinguish or trace an individual‘s identity, such as name, social 

security number, date and place of birth, mother‘s maiden name, or biometric records; and 2) any other information that is linked 

or linkable to an individual, such as medical, educational, financial, and employment information. (E. McAllister, NIST Special 

Publication 800-122 (2010), https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-122.pdf, (last visited 7 Nov. 

2018). 
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The Privacy Act is often raised as an impediment to collection of biometric data and 

personal or sensitive data generally. The Act itself provides statutory privacy rights and 

protections to U.S. citizens and legal permanent residents (LPR), which is why—on the public 

side—USG is generally more concerned with USPER rather than non-USPER data. In 2007, 

DHS announced it would treat all PII the same under the Privacy Act without considering the 

status of the individual. 220 There is no publicly available list of USPERs, and thus no way for 

most agencies to know whether a given individual is a USPER on any given day, which led to 

the DHS “Mixed Systems policy.” However, EO 13768 directed federal agencies to no longer 

extend Privacy Act protections to those other than U.S. citizens and LPRs.221      

 

D. STATUTES 

A number of federal statutes impact the privacy rights of USPERs generally. However, 

scholars have noted that the absence of a statutory framework regarding facial recognition 

technology is a cause for significant concern.222 It should be remembered that individuals 

affiliated with the government have likely contracted away some or possibly most privacy rights 

enjoyed by those not affiliated with federal or state government.223 Seminal among privacy-

related statutes is the Privacy Act of 1974 (5 U.S.C. § 552a), which provides individuals with 

certain rights concerning their personal information maintained in government record systems, 

                                                           
 
220 Department of Homeland Security, Privacy Policy Guidance Memorandum 2017-01, DHS Privacy Policy Regarding 

Collection, Use, Retention, and Dissemination of Personally Identifiable Information, (Apr. 25, 2017), 

https://www.dhs.gov/sites/default/files/publications/PPGM%202017-01%20Signed_0.pdf (last visited Sept. 13, 2018). 
221 Exec. Order No. 13768, Enhancing Public Safety in the Interior of the United States, (Jan. 25, 2017) 
222 Donohue, L. K. (2012) ‘Technological Leap, Statutory Gap, and Constitutional Abyss: Remote Biometric Identification 

Comes of Age’, Minnesota Law Review, 97(2), pp. 407–559. Available at: http://search.ebscohost.com.proxygt-

law.wrlc.org/login.aspx?direct=true&AuthType=ip,uid&db=lpb&AN=84382852&site=ehost-live&scope=site (last visited Dec. 

13, 2018). 
223 Examples include consent to drug testing, active communications monitoring, and travel restrictions. 
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such as the right to see one’s records and to ensure that the information in them is accurate. The 

Foreign Intelligence Surveillance Act (FISA) of 1978 (15 U.S.C. §§ 1801–1811) regulates 

foreign intelligence gathering within the U.S. Computer Matching and Privacy Protection Act of 

1988 (5 U.S.C. § 552a) regulates automated investigations conducted by government agencies 

comparing computer files. The Employee Polygraph Protection Act of 1988 (29 U.S.C. §§ 2001–

2009) governs the use of polygraphs by employers. Communications Assistance for Law 

Enforcement Act (CALEA) of 1994 (Pub. L. No. 103-414) requires telecommunication providers 

to help facilitate government interceptions of communications and surveillance. The Health 

Insurance Portability and Accountability Act (HIPAA) of 1996 gives the Department of Health 

and Human Services the authority to promulgate regulations governing the privacy of medical 

records. USA Patriot Act of 2001 amends a number of electronic surveillance statutes and other 

statutes to facilitate law enforcement investigations and access to information. In addition to 

federal statutes, much of the privacy law is found in state law (e.g., privacy torts, data breach 

notification). In addition, numerous federal statutes permit state laws to exceed their 

specifications and is regulated under the preemption rubric.224 Federal preemption states that 

when state law and federal law conflict, federal law displaces state law due to the Supremacy 

Clause of the Constitution. 

 

E. CASE LAW 

There exists a robust line of case law dealing with the body. The U.S. Supreme Court in 

the 1968 stop-and-frisk case Terry v. Ohio225 ruled that the Fourth Amendment prohibition on 

                                                           
224 Daniel J. Solove & Paul M. Schwartz, supra note 204, at 44. 
225 White, B. R. & Supreme Court of the United States. (1967) U.S. Reports: Terry v. Ohio, 392 U.S. 1. [Periodical] Retrieved 

from the Library of Congress, https://www.loc.gov/item/usrep392001/. 
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unreasonable searches and seizures is not violated when a police officer stops a suspect on the 

street and frisks him without probable cause to arrest, if the police officer has a reasonable 

suspicion that the person has committed, is committing, or is about to commit a crime and has a 

reasonable belief that the person “may be armed and presently dangerous.” 

In a 1973 case involving search incident to arrest, United States v. Robinson,226 the 

Supreme Court held that, in the case of a lawful custodial arrest, a full search of the person is not 

only an exception to the Fourth Amendment warrant requirement but is also a reasonable search 

under that Amendment. 

In United States v. Dionisio227 that same year, the Court ruled that the compelled 

production of voice exemplars would not violate the Fourth Amendment protections against 

unreasonable searches or seizures. As justice Stewart explained, “the Fourth Amendment 

provides no protection for what a person knowingly exposes to the public, even in his own home 

or office. The physical characteristics of a person's voice, its tone and manner, as opposed to the 

content of a specific conversation, are constantly exposed to the public. Like a man's facial 

characteristics, or handwriting, his voice is repeatedly produced for others to hear. No person can 

have a reasonable expectation that others will not know the sound of his voice, any more than he 

can reasonably expect that his face will be a mystery to the world.” 

Similarly, in United States v. Mara,228 the Court ruled that the compelled production of 

handwriting exemplars would not be unreasonable searches or seizures under the Fourth 

Amendment. “Handwriting, like speech, is repeatedly shown to the public, and there is no more 

                                                           
226 Rehnquist, W. H. & Supreme Court Of The United States. (1973) U.S. Reports: United States v. Robinson, 414 U.S. 218. 

[Periodical] Retrieved from the Library of Congress, https://www.loc.gov/item/usrep414218/. 
227 Stewart, P. & Supreme Court Of The United States. (1972) U.S. Reports: United States v. Dionisio, 410 U.S. 1. [Periodical] 

Retrieved from the Library of Congress, https://www.loc.gov/item/usrep410001/. 
228 Stewart, P. & Supreme Court Of The United States. (1972) U.S. Reports: United States v. Mara, 410 U.S. 19. [Periodical] 

Retrieved from the Library of Congress, https://www.loc.gov/item/usrep410019/. 
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expectation of privacy in the physical characteristics of a person's script than there is in the tone 

of his voice.” 

Cupp v. Murphy229 (1973) involved scraping under an arrestee’s fingernails, Skinner v. 

Railway Labor Executives’ Association230 (1989) dealt with testing blood, urine, and breath of 

public employees in safety positions, Veronica School District v. Acton231 (1995) and Board of 

Education of Independent School District No. 92 of Pottawatomie County v. Earls, et al.232 

(2002) involved student drug testing, Safford Unified School District v. Redding233 (2006) 

involved  strip searching students, Florence v. County of Burlington234 (2012) was an arrestee 

strip search case, United States v. Jones (2012) dealt with GPS tracking technology, and 

Missouri v. McNeely 235(2013) was a warrantless DWI blood draw case. This line of cases leads 

us to the landmark case of Maryland v. King236 (2013) involving an arrestee’s DNA. 

In a 5-4 King ruling, the U.S. Supreme Court found police do not violate the Fourth 

Amendment by taking DNA samples from all people arrested in connection with serious crimes 

and depositing them in a national DNA database. The ruling backed a Maryland law allowing 

DNA swabbing of people arrested for serious crimes. “Taking and analyzing a cheek swab of the 

arrestee DNA is, like fingerprinting and photographing, a legitimate police booking procedure 

                                                           
229 Stewart, P. & Supreme Court Of The United States. (1972) U.S. Reports: Cupp v. Murphy, 412 U.S. 291. [Periodical] 

Retrieved from the Library of Congress, https://www.loc.gov/item/usrep412291/. 
230 Kennedy, A. M. & Supreme Court Of The United States. (1988) U.S. Reports: Skinner v. Railway Labor Executives' Ass'n, 

489 U.S. 602. [Periodical] Retrieved from the Library of Congress, https://www.loc.gov/item/usrep489602/ 
231 Scalia, A. & Supreme Court Of The United States. (1995) U.S. Reports: Vernonia School District 47J v. Acton, 515 U.S. 646. 

[Periodical] Retrieved from the Library of Congress, https://www.loc.gov/item/usrep515646/ 
232 536 US 822 (2002), https://www.supremecourt.gov/oral_arguments/argument_transcripts/2001/01-332.pdf, (last visited Dec. 

14, 2018). 
233 557 US _ (2009), https://www.supremecourt.gov/opinions/08pdf/08-479.pdf (last visited Dec. 14, 2018). 
234 566 US _ (2012), https://www.supremecourt.gov/opinions/11pdf/10-945.pdf (last visited Dec. 14, 2018). 
235 569 US 141 (2013), https://www.supremecourt.gov/opinions/12pdf/11-1425_cb8e.pdf (last visited Dec. 14, 2018). 
236 569 US 435 (2013), https://www.supremecourt.gov/opinions/11pdf/12A48c3d7.pdf (last visited Dec. 14, 2018). 
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that is reasonable under the Fourth Amendment,” Justice Anthony Kennedy wrote for the 

majority.237  

 

XX. CONCLUSION 

 In this paper we defined terrorism and discussed how nation states track and share 

terrorist data, which often includes biometric data as part of a terrorist profile. We familiarized 

ourselves with the various modalities in use by USG, with a special focus on DoD, which is 

operationally focused and has the largest budget and a global reach. Because biometric data is 

inherently personal (and often controversial), we discussed the legal and policy framework and 

how privacy and civil liberties should be protected while malign actor data should be shared in 

accordance with counterterrorism legislation.   

 There have been a litany of studies and reports (e.g., 911 Commission Report) 

encouraging information sharing among federal agencies. Ironically, this posture also made it 

possible for several high-profile leaks (or “whistleblowing incidents,” depending upon one’s 

perspective) to occur. There are good reasons for compartmentalization in many cases, and not 

everyone has a need to know everything at all times. So the pendulum of information sharing 

continues to swing back and forth. Once digitized, biometric data is like any other data that 

resides on an agency network and is protected in the same ways. Once the physical infrastructure 

is in place, information sharing is easy. But just because something is easy does not mean is it 

legal or appropriate. Just as if something is difficult does not mean it is illegal or wrong. While it 

is not legal or right to share all biometric data with everyone, it is legal and right to share terrorist 

related data biometric data for purposes of providing for the common defense, protecting the 

                                                           
237 Opinion is available at https://www.law.cornell.edu/supct/pdf/12-207.pdf 
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American way of life, and assisting our allies in counterterrorism and related efforts. 

Telegraphing USG biometric capabilities can and does have a chilling effect on terrorist 

activities. After all, terrorists watch movies and read articles just like everyone else. The trick is 

how to deal with the aggregation and commoditization of information readily available from 

public observation because of increasingly abundant technology. In an ideal world, the average 

law-abiding citizen would be secure in his person while the terrorist would cower in his dark 

corner. 
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